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B2 #65

You are developing an internal website for employees to view sensitive dat a. The website uses Azure Active Directory (AAD) for
authentication. You need to implement multifactor authentication for the website.

What should you do? Each correct answer presents part of the solution.

NOTE; Each correct selection is worth one point.

A. Configure the website to use Azure AD B2C.

B. Upgrade to Azure AD Premium.

C. In Azare AD, enable application proxy.

D. In Azure AD, create a new conditional access policy.

E. In Azure AD conditional access, enable the baseline policy.
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References:
httpsz//docs.microsoft.conven-us/azure/active-directory/authentication/howto-mfa- getstarted

EAE #66

You develop and deploy an Azure App Service web app that connects to Azure Cache for Redis as a content cache. An resources
have been deployed to East US 2 region.

The security team requires the from Azure Cache for Redis:

The number of Redis client connections from an associated IP address.

Redis operations conpleted on the content cache.

The location (region) in which the Azure Cache for Redis instance was accessed.

The audit nformation must be captured and analyzed by a security team application deployed to Central US region You need to log
information on all client corrections to the cache.

‘Which configuration values should you use?

Requirement Configuration value
Store log information.

Log Analytics workspace

Blob Storage account

Data Lake Storag@®Gen2 Storage account
Event hub

D HCER5QELins

Diagnostic setting
Managed identity
App registration
Environment vanable

ME.
Store log information. —- L -
llog Analytics workspace I
Blob Storage account,
Data Lake Storag@Gen2 Storage account
Event hubs %,
Enable client connection logging. .9 -
Diagnostic setting
[Managed identity ]
App registration
Environment variable
HE#67
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Requirements
ContentAnalysisService
The company's data science group built ContentAnalysisService which accepts user generated content as a string and returns a
probable value for inappropriate content. Any values over a specific threshold must be reviewed by an employee of Contoso, Ltd.
You must create an Azure Function named CheckUserContent to perform the content checks.
Costs
You must minimize costs for all Azure services.
Manual review
To review content, the user must authenticate to the website portion of the ContentAnalysisService using their Azire AD credentials.
The webstte is built using React and all pages and API endpoints require authentication. In order to review content a user must be
part of a ContentReviewer role. All completed reviews must include the reviewer's email address for auditing purposes.
High availability
All services must run in multiple regions. The failure of any service in a region must not impact overall application availability.
Monitoring
An alert must be raised if the ContentUploadService uses more than 80 percent of available CPU-cores.
Security
You have the following security requirements:
* Any web service accessible over the Internet must be protected from cross site scripting attacks.
* All websites and services must use SSL froma valid root certificate authority.
* Azure Storage access keys must only be stored in memory and must be available only to the service.
* All Internal services must only be accessible from Internal Virtual Networks (VNets)
* All parts of the system must support inbound and outbound traffic restrictions.
* All service calls must be authenticated by using Azure AD.
User agreements
When a user submits content, they must agree to a user agreement. The agreement allows employees of Contoso.Ltd to review
content, store cookies on user devices and track user's IP addresses.
Information regarding agreements is used by multiple divisions within Contoso, Ltd.
User responses must not be lost and must be available to all parties regardless of individual service uptime. The volume of
agreements is expected to be in the millions per hour.
Validation testing
When a new version of the ContentAnalysisService is available the previous seven days of content must be processed with the new
version to verify that the new version does not significantly deviate from the old version.
Issues
Users of the ContentUploadService report that they occasionally see HTTP 502 responses on specific pages.
Code
ContentUploadService
Cs01 : '2018-10-01'
€s02 : Microsoft.ContainerInstance/containerGroups
€s03
CS04 name
GO0 Siooiridss
CS06 :
cs07 ! service
cs08
cs09 : contoso/contentUploadService:latest
csi0
Csll
csi2
Cs13
Ccsis4
Cs15 1.0
Cs16 - b
Ccs17
cs18
Cs519 : 10.23.121.118
cs20 -
Cs2l : 80
csa2 protocol @ TCP
cs2
Cs24
cs25
Cs2é
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AMO1 {

AMO2 “id” : “2b079£f03-5b06-2d44-98bb-e9182501£fcbé6”,
AMO3 “YappId” : “7118a7f0-b5c2-4c9d-833c-3d711396fe65”,
AMO4
AMOS “createdDateTime” : “2019-12-24T06:01:44z2",
AMOG “*logoUrl” : null,
AMO7 “*logoutUrl” : null,
AMOS “name” : “ContentAnadysiSgetvice”,
AMOS
AM10
AM11 “orgRe®fnicttions” : [],
AM12 “garentalControlSettings” : {
AM13 “countriesBlockedForMinors” : [],
AM14 “legalAgeGroupRule” : “Allow”
AM1S ¥ _
AM16 _ﬁ;'*p*ﬁsupgﬁéredentials” : [
AM17 -
You need to monitor ContentUploadService accourding to the requirements.
‘Which command should you use?
e A. azmonitor metrics alert create -n alert -g ... - -scopes ... - -condition
"CPU Usage > 8"
¢ B. az monitor metrics alert create -n alert -g ... - -scopes ... - -condition
"CPU Usage > 800"
¢ (. azmonitor metrics alert create -n alert -g ... - -scopes ... - -condition
"avg Percentage CPU > 800"
¢ D. az monitor metrics alert create -n alert -g ... - -scopes ... - -condition
"avg Percentage CPU > 8"
Y. C
M.

Scenario: An alert must be raised if the ContentUploadService uses more than 80 percent of available CPU-cores Reference:
https/docs.microsoft.comysv-se/cli/azure/monitor/metrics/alert

EE #68
You provision virtual machines (VMs) as development environments.

One VM does not have host.

The VM is stuck in a Windows update process. You attach the OS disk for the affected VM to a recovery VM.

Youneed to correct the issue.

In which order should you perform the actions' To answer, move the appropriate actions from the list of actions to the answer area
and arrange them in the correct order.

[——
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Lsm ¢image : V' /gel-packages > C\temp\Patch b

@ 2. Open C:\temp\Patch.txt file and locate the update that is in a pending

Run the following command at an elevated command prompt

3
@ dism /Image:<Attached 05 disk> Remove-Package /Packagesme  c—————————=—"—"———

4| | Detach the OS disk and recreate the VM.
Remove the update that causes the problem
* Take a snapshot of the OS disk of the affected VM as a backup.
* Attach the OS disk to a recovery VM.
* Once the OS disk is attached on the recovery VM, run diskmgmt.nsc to open Disk Management, and ensure the attached disk is
ONLINE.
* (Step 1) Open an elevated command prompt instance (Run as administrator). Run the following command to get the list of the
update packages that are on the attached OS disk:
dism /image:<Attached OS disk> /get-packages > ctemp\Patch level
* (Step 2) Open the C:\temp\Patch_level.txt file, and then read it from the bottomup. Locate the update that's in Install Pending or
Uninstall Pending state.
* Remove the update that caused the problen:
dism/Image:<Attached OS disk>) /Remove-Package /PackageName:<PACK
* (Step 4) Detach the OS disk and recreate the VM. Then check whether the issue is resolved.
Reference:
https:/docs.microsoft.com/en-us/troubleshoot/azure/virtual- machines/troubleshoot-stuck-updating-boot-error

A2 #69
You are developing an ASP.NET Core app that includes feature flags which are managed by Azure App Configuration. You create
an Azure App Configuration store named AppreaiureflagStore as shown in the exhibit:

Description Last modified

Ability to export data. 6/11/2020, 9 _'ﬁtzm icrosof

You must be able to use the feature in the app by using the following markup:
=

T m Microsoft
clasi="Aav - ILeR™

a clans="nav:iink test dark™ amp-ares-"" aupirintroller-"Mome" aup-sctisn.“Esport siEport Datadfsr

You went to update the app to use the feature flag.
Which values should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area

FeatureGate
Route
ServiceFilter
TypeFilter

Startup'méthod
AddAzureAppConfiguration
AddControllersWithViews
AddUsesSecrets

AppConfig endpoint setting
hps:fappfeatureflagstore azconfigio
https.//appleatureflagstore vaultazure.net
https./fexportazeonfigio

hitps://export. vault.azure.net

Y-



ME.

Answer Area

Code section
Value

Controller attribute
Cireapunecate
Route
ServiceFilter
TypeFiter

Startlap pethod

|

| | A S Comilfiigus Btich S

AdaContcllensWithviews
AddUserSecrets

appContig encpoint settng [
hitpsy/fappfeat i tore.azoonhgao

_||1||._-', ult e
hitps./y
hitps.//exportvauitazure.net

Explanation:

Box 1: FeatureGate

You can use the FeatureGate attribute to control whether a whole controller class or a specific action is enabled.
Box 2: AddAzureAppConfiguration

The extension method AddAzureAppConfiguration is used to add the Azare App Configuration Provider.

Box 3: https:/appfeatureflagstore.azconfig.io

You need to request the access token with resource=https//<yourstorename>.azconfig,io Reference:
https:/docs.microsoft.com/en-us/azure/azure-app- configuration/use- feature-flags-dotnet-core
https/csharp.christiannagel.cony2020/05/19/azureappconfiguration/
https/stackoverflow.convquestions/61899063/how-to-use-azure-app-configuration-rest-api
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