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practicing for the ISA/IEC 62443 Cybersecurity Fundamentals Specialist (ISA-IEC-62443) exam by creating the ISA ISA-IEC-
62443 practice test.

ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q159-Q164):
NEW QUESTION # 159 
Authorization (user accounts) must be granted based on which of the following?
Available Choices (select all choices that are correct)

A. System complexity
B. Individual preferences
C. Specific roles
D. Common needs for large groups

Answer: C

NEW QUESTION # 160 
Which layer in the Open Systems Interconnection (OSI) model would include the use of the File Transfer
Protocol (FTP)?
Available Choices (select all choices that are correct)

A. Session layer
B. Transport layer
C. Application layer
D. Data link layer

Answer: C

NEW QUESTION # 161 
If a system integrator is designing zones and conduits for an IACS network based on risk assessments, which part of the ISA/IEC
62443 standard guides this process?

A. Part 1-3: System security conformance metrics
B. Part 3-2: Security risk assessment for system design
C. Part 2-1: Establishing an IACS security program
D. Part 4-1: Secure product development lifecycle requirements

Answer: B

Explanation:
ISA/IEC 62443-3-2 specifically provides methodology and guidance for performing risk assessments and defining zones and
conduits based on those assessments.
"This standard describes a process for conducting a cybersecurity risk assessment and defines the concept of zones and conduits for
segmenting IACS. It provides guidance for assigning security levels and designing mitigation strategies accordingly."
- ISA/IEC 62443-3-2:2020, Clause 5.3 - Zones and Conduits
It is the key reference for system integrators during design and architecture phases of IACS security.
References:
ISA/IEC 62443-3-2:2020 - Clauses 5.2 and 5.3
ISA/IEC 62443-1-1 - Introduction to zones, conduits, and SL-T

NEW QUESTION # 162 
What is the primary purpose of Foundational Requirement 1 (FR 1)?

A. Ensure data confidentiality.
B. Control access to selected devices.
C. Respond to security violations.
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D. Control use of selected devices.

Answer: B

Explanation:
Foundational Requirement 1 (FR 1) in the ISA/IEC 62443 series is titled "Identification and Authentication Control (IAC)". Its
purpose is to control access to selected devices by ensuring that only authenticated and authorized users or systems can interact with
critical IACS components.
"FR 1 - Identification and Authentication Control (IAC): This foundational requirement ensures that all users and components
interacting with the system are uniquely identified and authenticated before access is granted."
- ISA/IEC 62443-3-3:2013, Clause 4.2.1 - FR 1
This foundational layer supports higher-level security goals like use control, confidentiality, and system integrity.
References:
ISA/IEC 62443-3-3:2013 - Clause 4.2.1
ISA/IEC 62443-1-1 - Overview of the 7 Foundational Requirements

NEW QUESTION # 163 
Which is a commonly used protocol for managing secure data transmission on the Internet?
Available Choices (select all choices that are correct)

A. Datagram Transport Layer Security (DTLS)
B. Secure Telnet
C. Microsoft Point-to-Point Encryption
D. Secure Sockets Layer

Answer: A,D

Explanation:
Datagram Transport Layer Security (DTLS) and Secure Sockets Layer (SSL) are both commonly used protocols for managing
secure data transmission on the Internet. DTLS is a variant of SSL that is designed to work over datagram protocols such as UDP,
which are used for real-time applications such as voice and video.
SSL is a protocol that provides encryption, authentication, and integrity for data transmitted over TCP, which is used for reliable and
ordered delivery of data. Both DTLS and SSL use certificates and asymmetric cryptography to establish a secure session between
the communicating parties, and then use symmetric cryptography to encrypt the data exchanged. DTLS and SSL are widely used in
web browsers, email clients, VPNs, and other applications that require secure communication over the Internet. References:
* ISA/IEC 62443 Standards to Secure Your Industrial Control System, Module 3: Introduction to Cryptography, pages 3-5 to 3-7
* Using the ISA/IEC 62443 Standards to Secure Your Control System, Chapter 6: Securing Communications, pages 125-126
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