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Topic 1

System Configuration: This section of the exam measures the skills of a Network Security Architect and
covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirerments.

Topic 2

Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
implementation of dynamic routing protocols for enterprise network traffic management. It includes
configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

Topic 3

Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

SSH inspection, combining web filtering and application control mechanisis, integrating intrusion
prevention systems, and utilizing the Internet Service Database to create layered security protections for
organizational networks.

Topic 4

Central Management: This section of the exam measures the skills of a Security Operations Manager and
covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.

Topic 5

VPN: This section of the exam measures the skills ofa VPN Solutions Engineer and covers the
implementation of various virtual private network technologies. It includes configuring [Psec VPN using
IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions

(Q45-Q50):

NEW QUESTION # 45
Why does the ISDB block layers 3 and 4 of the OSI model when applying content filtering? (Choose two.)

Answer: B,C

Explanation:

A. The ISDB works in proxy mode, allowing the analysis of packets in layers 3 and 4 of the OSI model.

B. FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard.
C. The ISDB blocks the TP addresses and ports of an application predefined by FortiGuard.

D. The ISDB limits access by URL and domain.

The Internet Service Database (ISDB) in FortiGate is used to enforce content filtering at Layer 3 (Network Layer) and Layer 4
(Transport Layer) of the OSI model by identifying applications based on their predefined IP addresses and ports.

FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard:

# FortiGate retrieves and updates a predefined list of IPs and ports for different internet services from FortiGuard.

# This allows FortiGate to block specific services at Layer 3 and Layer 4 without requiring deep packet inspection.

The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard:

# ISDB works by matching traffic to known IP addresses and ports of categorized services.

# When an application or service is blocked, FortiGate prevents communication by denying traffic based on its destmation IP and

port number.

NEW QUESTION # 46
Refer to the exhibit, which shows the VDOM section of a FortiGate device.
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An administrator discovers that webfilter stopped working in Corel and Core?2 after a maintenance window.
Which two reasons could explain why webfilter stopped working? (Choose two.)

Answer: B,C

Explanation:

A. The root VDOM does not have access to FortiManager in a closed network.
B. The root VDOM does not have a VDOM link to connect with the Corel and Core2 VDOMs.
C. The root VDOM does not have access to any valid public FDN.
D. The Corel and Core2 VDOMSs nust also be enabled as Management VDOM s to receive FortiGuard updates

Since Corel and Core? are not designated as management VDOMs, they rely on the root VDOM for connectivity to external
resources such as FortiGuard updates. Ifthe root VDOM lacks a VDOM link to these VDOMSs or cannot reach FortiGuard
services, security features like web filtering will stop working,

NEW QUESTION # 47

Refer to the exhibit, which shows a revision history window in the FortiManager device layer.
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The IT team s trying to identify the administrator responsible for the most recent update in the FortiGate device database.
Which conclusion can you draw about this scenario?

e A. To identify the user who created the event, check it on the Configuration and Installation widget on FortiGate within the

FortiManager device layer.

e B. The user script_manager is an API user from the Fortinet Developer Network (FDN) retrieving a configuration.
e C. This retrieved process was automatically triggered by a Remote FortiGate Directly (via CLI) script.



¢ D. Find the user in the FortiManager system logs and use the type=script command to find the administrator user in the user
field.

Answer: D

Explanation:

The Configuration Revision History window in FortiManager shows that the most recent configuration change (ID 10) was created
by script_manager with the action Retrieved.

Since script_manager is a system-level script execution user, the IT team needs to find who actually triggered this script. This can be
done by:

# Checking the FortiManager system logs for script execution events.

# Using the type=script filter to locate the administrator associated with the script execution.

NEW QUESTION # 48
‘What action can be taken on a FortiGate to block traffic using IPS protocol decoders, focusing on network transmission patterns
and application signatures?

A. Configure a web filter profile in flow mode.

B. Use application control to limit non-URL-based software handling,

C. Enable application detection-based SD-WAN rules.

D. Use the DNS filter to block application signatures and protocol decoders.

Answer: B

Explanation:

FortiGate's IPS protocol decoders analyze network transmission patterns and application signatures to identify and block malicious
traffic. Application Control is the feature that allows FortiGate to detect, classify, and block applications based on their behavior and
signatures, even when they do not rely on traditional URLs.

# Application Control works alongside IPS protocol decoders to inspect packet payloads and enforce security policies based on
recognized application behaviors.

# It enables granular control over non-URL-based applications such as P2P traffic, VoIP, messaging apps, and other non-web-
based protocols that IPS can identify through protocol decoders.

# IPS and Application Control together can detect evasive or encrypted applications that might bypass traditional firewall rules.

NEW QUESTION # 49
Refer to the exhibits. The exhibits show a network topology, a firewall policy, and an SSL/SSH inspection profile configuration.
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Firewall policy on FortiGate

DCEW ¢ sh firewall policy 3

config firewall policy

edic 3

set jgame "To Linux Servers”

set uuid bf77d5%e-5513-51ef-147d- 66c267e8

set srcintf "porcl"” 0
set dstintf "porci” <:i
Set action accept

O
set srcaddr "all" ‘\B\
L

set dstaddr "1 wa

set scheduleé s

set ser L" =—=RTINE
set uunmua enable

set inspection-mode proxy

set ssl-ssh-profile "deep-inspection”
set ips-sensor "IPS Monitor"

set logtraffic all

next

end




SSL/SSH inspection profile
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Why is FortiGate unable to detect HTTPS attacks on firewall policy ID 3 targeting the Linux server?

¢ A. The administrator must enable SSL inspection of the SSL server and upload the certificate of the Linux server website to
the SSL/SSH inspection profile.

¢ B. The admmistrator must set the policy to inspection mode to analyze the HTTPS packets as expected.

e C. The administrator must enable cipher suites in the SSL/SSH inspection profile to decrypt the message.

¢ D. The administrator must enable HTTPS in the protocol port mapping of the deep- inspection SSL/SSH inspection profile.

Answer: A

Explanation:

The FortiGate SSI/SSH inspection profile is configured for Full SSL Inspection, which is necessary to analyze encrypted HTTPS
traffic. However, the firewall policy is protecting an SSL server (the Linux server hosting the website), and currently, the SSL/SSH
profile only applies to client-side SSL inspection.

To detect HTTPS-based attacks targeting the Linux server:

# FortiGate must act as an SSL intermediary to inspect encrypted traffic destined for the web server.

# The admmistrator must upload the SSL certificate of the Linux web server to FortiGate so that the server-side SSL inspection can



decrypt incoming HTTPS traffic before analyzing it.

NEW QUESTION # 50

You will notice the above features in the Fortinet FCSS EFW_AD-7.6 Web-based format too. But the difference is that it is
suitable for all operating systems: Macs, Linux, iOS, Androids, and Windows. There is no need to go through time-taking
installations or agitating plugins to use this format. It will lead to your convenience while preparing for the Fortinet FCSS EFW_AD-
7.6 Certification test. Above all, it operates on all browsers: Mozilla, Safari, Opera, Google Chrome, and Internet Explorer.
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