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HEE #33
Which three security measures could be applied in different ML workflow stages to defend them against malicious activities? (Select
three.)

A. Use Secrets Manager to protect credentials.

B. Monitor model degradation.

C. Use max privilege to control access to ML artifacts.
D. Launch ML Instances In a virtual private cloud (VPC).
E. Use data encryption.

F. Disable logging for model access.
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Security measures can be applied in different ML workflow stages to defend them against malicious activities, such as data theft,
model tampering, or adversarial attacks. Some of the security measures are:

* Launch ML Instances In a virtual private cloud (VPC): A VPC is a logically isolated section of a cloud provider's network that
allows users to launch and control their own resources. By launching ML instances ina VPC, users can enhance the security and
privacy of their data and models, as well as restrict the access and traffic to and from the instances.

* Use data encryption: Data encryption is the process of transforming data into an unreadable format using a secret key or algorithm
Data encryption can protect the confidentiality, integrity, and availability of data at rest (stored in databases or files) or in transit
(transferred over networks). Data encryption can prevent unauthorized access, modification, or leakage of sensitive data.

* Use Secrets Manager to protect credentials: Secrets Manager is a service that helps users securely store, manage, and retrieve
secrets, such as passwords, API keys, tokens, or certificates. Secrets Manager can help users protect their credentials from
unauthorized access or exposure, as well as rotate them automatically to comply with security policies.

EE #34

Your dependent variable data is a proportion. The observed range of your data is 0.01 to 0.99. The instrument used to generate the
dependent variable data is known to generate low quality data for values close to 0 and close to 1. A colleague suggests performing
a logit-transformation on the data prior to performing a linear regression. Which of the following is a concern with this approach?
Definition of logit-transformation

Ifp is the proportion: logit(p)=log(p/(}-p))

A. After logit-transformation, the data may violate the assumption of independence.
B. Noisy data could become more influential in your model.

C. The model will be more likely to violate the assumption of normality.

D. Values near 0.5 before logit-transformation will be near 0 after.

H¥e: B

MH.

Explanation

Logit-transformation is a common way to transform proportion data into a continuous variable that can be used for linear regression.
However, one concern with this approach is that noisy data could become more influential in your model. This is because logit-
transformation tends to amplify the values close to 0 and 1, which are also the values that are likely to be affected by measurement
errors or outliers. This could distort the relationship between the dependent and independent variables and bias the regression
coeflicients. References:

[Logit Transformation | Real Statistics Using Excel], [Logit transformation for proportions - Cross Validated]

HE #35
Which of'the following is a privacy-focused law that an Al practitioner should adhere to while designing and adapting an Al system
that utilizes personal data?

A. General Data Protection Regulation (GDPR)
B. Sarbanes Oxley (SOX)

C. PCIDSS

D. ISO/IEC 27001

HE: A

Y.

Explanation

The General Data Protection Regulation (GDPR) is a privacy-focused law that an Al practitioner should adhere to while designing
and adapting an Al system that utilizes personal data. The GDPR applies to any organization that processes personal data of
individuals in the European Union (EU), regardless of where the organization is located. The GDPR grants individuals rights over
their personal data, such as the right to access, rectify, erase, restrict, or object to its processing. The GDPR also imposes
obligations on organizations that process personal data, such as the duty to obtain consent, conduct data protection impact
assessiments, implement data protection by design and by default, and ensure accountability and transparency. The GDPR also
addresses some specific issues related to Al, such as autormated decision-making, profiling, and data portability.

EHE #36



An Al system recommends New Year's resolutions. It has an ML pipeline without monitoring components.
‘What retraining strategy would be BEST for this pipeline?

A. Periodically before New Year's Day and after New Year's Day
B. Periodically every year

C. When data drift is detected

D. When concept drift is detected
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HAE #37
Which of the following statements are true regarding highly interpretable models? (Select two.)

A. They are usually easier to explain to business stakeholders.

B. They are usually binary classifiers.

C. They usually compromise on model accuracy for the sake of interpretability.
D. They are usually very good at solving non-linear problemns.

E. They are usually referred to as "black box" models.

e AC
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Explanation

Highly interpretable models are models that can provide clear and intuitive explanations for their predictions, such as decision trees,
linear regression, or logistic regression. Somme of the statements that are true regarding highly interpretable models are:

They are usually easier to explain to business stakeholders: Highly interpretable models can help comnumicate the logic and
reasoning behind their predictions, which can increase trust and confidence among business stakeholders. For exanple, a decision
tree can show how each feature contributes to a decision outcomme, or a linear regression can show how each coefficient affects the
dependent variable.

They usually compromise on model accuracy for the sake of interpretability: Highly interpretable models may not be able to capture
complex or non-linear patterns in the data, which can reduce their accuracy and generalization. For exanple, a decision tree may
overfit or underfit the data if it is too deep or too shallow, or a linear regression may not be able to model curved relationships
between variables.
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