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Salesforce Certified MuleSoft Developer II Sample Questions (Q20-Q25):

NEW QUESTION # 20

A healthcare portal needs to validate the token that it sends to a Mule API. The developer plans to implement a custom policy using
the HTTP Policy Transform Extension to match the token received in the header from the heathcare portal

Which files does the developer need to create in order to package the custom policy?

¢ A Deployable ZIP file, YAML configuration file
e B. JSON properties file, YAML configuration file
e (. JSON properties file, XML template file
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e D. XML template file, YAML configuration file
Answer: D

Explanation:

To package a custom policy using the HTTP Policy Transform Extension, the developer needs to create an XML template file and a
YAML configuration file. The XML template file defines the policy logic using Mule components and placeholders for user-defined
properties. The YAML configuration file defines the metadata of the policy, such as its name, description, category, parameters, and
dependencies. Reference: https’//docs.mulesoft. convapi-manager/2.x/http-policy-transforn#packaging-the-policy

NEW QUESTION # 21
Which statement is true about using mutual TLS to secure an application?

A. Mutual TLS increases the encryption strength versus server-side TLS alone

B. Mutual TLS ensures only authorized end users are allowed to access an endpoint
C. Mutual TLS authenticates the identity of the server before the identity of the client
D. Mutual TLS requires a hardware security module to be used

Answer: C

Explanation:

Mutual TLS (mTLS) is an extension of TLS that requires both parties (client and server) to present their certificates to each other
during the handshake process. This way, both parties can verify each other's identity and establish a secure connection. The
authentication of the server happens before the authentication of the client, as the server sends its certificate first and then requests
the client's certificate. Reference: https://docs.mulesoft.com/mule-runtime/4.3/tls-configuration#mutual-authentication

NEW QUESTION # 22
A Mule application contain two policies Policy A and Policy A has orderl, and Policy B has order 2. Policy A Policy B, and a flow
are defined by he configuration below.

When a HTTP request arrives at the Mule application's endpoint, what will be the execution order?

A. Bl Al, F1, A2, B2
B.F1, BI, Al, A2, B2
C.F1, Al BI, B2, A2
D. Al, B, F1, B2, A2

Answer: D

Explanation:

Based on the configuration below, when a HTTP request arrives at the Mule application's endpoint, the execution order will be Al,
B1, F1, B2, A2. This is because policies are executed before and after the API implementation flow according to their order
attribute. Policy A has order 1, which means it is executed first before Policy B, which has order 2. The flow is executed after both
policies are executed before the flow. Then, Policy B is executed after the flow before Policy A is executed after the flow.
Reference: https:/docs.mulesoft.convapi-manager/2.x/policies-policy-order

NEW QUESTION # 23
Which properties are mandatory on the HTTP Connector configuration in order to use the OAuth 2.0 Authorization Code grant type
for authentication?

A. External callback URL, access token URL, client ID, response refresh token

B. External callback URL, access token URL, client ID response access token

C. External callback URL, access token URL, local authorization URL, authorization URL, client ID, client secret
D. Token URL, authorization URL, client ID, client secret local callback URL

Answer: C

Explanation:
To use the OAuth 2.0 Authorization Code grant type for authentication, the HTTP Connector configuration requires the following



properties: token URL, authorization URL, client ID, client secret, and local callback URL. The token URL is the endpoint of the
authorization server that provides access tokens. The authorization URL is the endpoint of the authorization server that initiates the
user consent flow. The client ID and client secret are the credentials of the Mule application registered with the authorization server.
The local callback URL is the endpoint of the Mule application that receives the authorization code from the authorization server.
Reference: httpsz//docs.mulesoft.comvhttp-connector/1.6/http-authenticatior#oauth-2-0

NEW QUESTION # 24
In a Mule project, Flow-1 contains a flow-refto Flow-2 depends on data from Flow-1 to execute successfully.
‘Which action ensures the test suites and test cases written for Flow-1 and Flow-2 will execute successfully?

A. Use "Before Test Case" To collect data from Flow-1 test cases before running Flow-2 test cases

B. Use 'After Test Case' to produce the data needed from Flow-1 test cases to pass to Flow-2 test cases

C. Use "Set Event to pass the input that is needed, and keep the test cases for Flow-1 and Flow-2 independent
D. Chain together the test suites and test cases for Flow-1 and Flow-2

Answer: C

Explanation:

To ensure the test suites and test cases written for Flow-1 and Flow-2 will execute successfully, the developer should use a Set
Event processor to pass the input that is needed by Flow-2, and keep the test cases for Flow-1 and Flow-2 independent. This way,
the developer can isolate the testing of each flow and avoid coupling them together. Reference:

https:/docs.mulesoft.com/mumit/2. 3/munit-test-flow

NEW QUESTION # 25
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