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B #95
Youneed to map an enterprise's Active Directory to Privilege Cloud Shared Services to enable users to log in to CyberArk through

their LDAP credentials. What do you need to accomplish this? (Choose two.)

A. Port 636 open to the Privilege Cloud back-end

B. Trusted certificate for LDAP server installed on Identity Connector
C. Installation and configuration of the Identity Connector

D. Read-only domain user to facilitate the LDAP mapping
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¢ E. Configuration of a Federated Domain on the Identity Platform
.EE ﬁ : B\ C

RN -

CyberArk documents that to provision/authenticate users based on on-prem directory services using LDAP with Shared Services,
you nust first install the Identity Connector.

CyberArk also states LDAP communication to the Identity Connector is over TLS/SSL, and during the TLS handshake the LDAP
server must present an X.509 certificate, meaning the connector must be able to trust the LDAP/LDAPS certificate chain (i.e., a
trusted certificate on the connector side is required for LDAPS trust).

Therefore, the correct choices are B (Identity Connector) and D (trusted LDAP server certificate on the connector).

Why the other options are not correct as stated:

* C is wrong because LDAPS (636) is between the Identity Connector and the domain controllers

/LDAP server, not "opened to the Privilege Cloud back-end" directly.

* E is not required for LDAP credential login; federated domains are used for federation/SSO use cases, while LDAP mapping is
handled via the conmector + LDAPS trust.

* A (read-only domain user) is commonly used as the Bind DN/service account, but in the Shared Services LDAP requirement set
here, the two must-have items that CyberArk calls out for enabling this path are the Identity Connector and the LDAPS certificate
trust.

M #96
Which external-facing IP addresses need to be provided to CyberArk when configuring Privilege Cloud so that they can be
allowlisted?

A. On-premises backup servers

B. All users that will be accessing Privilege Cloud

C. Cloud Connectors and Secrets Manager (if installed)
D. All users who are Administrators in Privilege Cloud

Ef#: C

L2

CyberArk's Privilege Cloud network requirements state that, to secure the service, CyberArk permits inbound traffic only from
specific IP addresses and you must provide CyberArk Support with the public-facing IP addresses for commumication between the
Privilege Cloud service and the Connectors, including Secrets Manager-so they can add them to the CyberArk allowlist.

That statement maps directly to A.

H #97
After a scripted installation has successfully installed the PSM, which post-installation task is performed?

A. Remote desktop services are installed.

B. A new group called PSMShadowUsers is created.
C. The screen saver for the PSM local users is disabled.
D. The PSMAdminConnect user password is reset.

Ef: C

AR :

After the successful scripted installation of the Privileged Session Manager (PSM), one of the post-installation tasks is to disable the
screen saver for the PSM local users. This is done to ensure that the PSMConnect and PSMAdminConnect users, which are
created during the installation process, do not have a screen saver activated that could interfere with the operation of the PSM.

CyberArk documentation on PSM post-installation tasks1.
CyberArk documentation on disabling the screen saver for PSM local users

HH #98
Your custorrer is using Privilege Cloud Shared Services. What is the correct CyberArk Vault address for this customer?



A. carkvault-<subdomain>.privilegecloud.cyberark.cloud
B. carkvlt-<subdomain> privilegecloud.cyberark.cloud
C. vault-<subdomain>.privilegecloud.cyberark.cloud

D. v-<subdomair>.privilegecloud.cyberark.cloud

Ef: C

R

For customers using CyberArk Privilege Cloud Shared Services, the correct format for the CyberArk Vault address is:

* vault-<subdomain>.privilegecloud.cyberark.cloud (Option B). This format is used to access the vault services provided by
CyberArk in the cloud environment, where <subdomain> is the unique identifier assigned to the custormer's specific instance of the
Privilege Cloud.

Reference: CyberArk's Privilege Cloud documentation provides details on how to access various services, including the vault. The
standard naming convention for accessing the vault services in the cloud typically follows this format.

B #99
‘Which components can be installed when running the Privilege Cloud Connector installation package?

(Choose two.)

A. Central Policy Manager (CPM)

B. Central Credential Provider (CCP)

C. Secure Tunnel

D. Privileged Session Manager (PSM)

E. Privileged Session Manager for SSH (PSM for SSH)

Ef#: A. D

fEEL:

In the Privilege Cloud Installer (Standard) procedure, the Connector installer explicitly prompts you to select which components you
want to nstall: "CPM/PSM/Both." That means the installation package supports installing;

* PSM (Windows connector)

* CPM

Why the other options are not correct for this installer package:

* C (Secure Tunnel) is treated as a separate component (downloaded as a Secure Tunnel Client Installer package), not one of the
"CPM/PSM/Both" choices in the Connector installer step.

* D (CCP) 1s not listed as an installable component in the Privilege Cloud Connector installer flow shown in the official procedure.
* E (PSM for SSH) is selected/downloaded as a separate component to support UNIX/Linux, not installed via the Connector
mstaller's "CPM/PSM/Both" selection.
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