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EE #68
An IS auditor analyzed an Al model scorecard and identified that training data was imbalanced. Which of the following is the BEST
recommendation to remediate risk?

A. Increase the capacity of the model with early stopping.

B. Optimize the decision threshold for maximum F1 on validation.
C. Tune decision thresholds using expected misclassification costs.
D. Use class-weighted loss with stratified train/validation splits.

He:. D

Y.

Data imbalance (where one class significantly outweighs another) leads to biased models that perform poorly on mmority classes.
The ISACA AAIA™ manual suggests that " class-weighted loss " is a proactive technical control that penalizes the model more for
misclassifying minority samples, effectively " balancing " the learning process. Stratified splitting ensures that every training and
validation set maintains the same ratio of classes as the original data, preventing the model from failing to " see " minority cases during
the testing phase. Tuning thresholds (Options B and C) happens after the fact, whereas weighting addresses the root cause during

HEE #69
An S auditor is reviewing change management documentation of an Al model. Which of the following would pose the GREATEST
risk to the model?

A. Models were trained on the same data splits

B. An A/B test comparing models using different seeds
C. Models were tuned on a training set

D. An A/B test comparing models using the same seed

HE: B

Y.

In Al development, a " seed " ensures that random processes (like weight initialization) are reproducible. If an A/B test compares
two models using different seeds, the auditor cannot tell if the performance difference is due to the model changes or simply due to "
random luck " in how the weights were initialized. This nvalidates the test results. For a fair " apple-to-apples " comparison, the seed
should remain consistent.

Tuning on a training set (Option B) is standard, though it risks overfitting; however, the lack of scientific control in testing (Option C)
is a more immediate risk to the integrity of the change management process.

HEE#70
An Al tool is being implemented for a regional healthcare organization. Which of the following training methods BEST ensures the Al
output does not reveal whether someone's personal data was used?

A. Transfer learning using public health data sets

B. Data augmentation during training to improve privacy
C. Supervised learning with labeled patient records

D. Differential privacy applied during model training

H¥E: D

MY
Differential privacyintroduces carefully calibrated noise during training or query responses so that it becomes mathematically difficult
to infer whether any specific individual's record is included in the training set. For healthcare data-highly sensitive and subject to strict


https://www.itdumpskr.com/AAIA-exam.html

privacy laws-this technique directly supports privacy-by-design, reducing the risk that model outputs leak membership information or
reconstruct personal records.

Option A uses real patient records directly and does not, by itself, mitigate inference risk. Option B (data augmentation) may expand
the dataset but does not guarantee resistance to membership inference attacks.

Option D (transfer learning using public data) can help, but if any private data is used in fine-tuning, privacy risks remain. Differential
privacy, as in option C, is the most appropriate control to ensure that outputs do not reveal whether particular personal data was
used.

References:

ISACA,AAIA Exam Content Outline- Domain 1: Privacy and Data Governance Programs; Domain 2: Data Management Specific
to Al (data confidentiality, data security).

ISACA guidance on privacy-by-design and Al risk management concepts reflected in AAIA.

AEE#T1
‘When auditing a machine learning (ML) solution, false positives can BEST be assessed by examining the level of:

A. Accuracy

B. Conpleteness
C. Recall

D. Precision

¥e: D

MY

Precision measures the proportion of true positives among all positive predictions. A low precision rate indicates a high rate of false
positives. The AAIA™ Study Guide recommends using precision when the goal is to minimize incorrect positive alerts, which is
especially relevant in fraud detection, cybersecurity, and classification models.

"Precision is the key metric when false positives have a significant operational cost. It provides insight into the model's ability to avoid
incorrect positive classifications." Accuracy and recall give broader insights, but only precision directly measures false positive risk.
Completeness is not a standard ML metric.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Operations and Performance," Subsection:
"Performance Metrics for Classification Models"

HE#72
Which of'the following techniques is MOST appropriate for model hyperparameter tuning?

A. Log-rank test

B. Analysis of variance
C. F1 score analysis

D. Bayesian optimization

He. D

dE:

Hyperparameter tuning is the process of finding the optimal settings (like learning rate or depth) for an Al model. " Bayesian
optimization " is an efficient, automated technique that builds a probability model of the objective flnction to select the most
promising hyperparameters to test next. Unlike simple " grid search, " it saves significant time and computational cost. F1 score
analysis is a way to measure the result of the tuning, but it is not the tuning method itself. Bayesian optimization is favored in
advanced Al development for its ability to find optimal configurations in complex, multi-dimensional spaces.
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