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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q107-Q112):
NEW QUESTION # 107 
What risk is mitigated when routing video traffic through a company's application servers, rather than sending the video traffic
directly from one user to another?

A. The user's approximate physical location is hidden from the other user.
B. The user's identity is protected from the other user.
C. The user is assured that stronger authentication methods have been used.
D. The user is protected against phishing attacks.

Answer: A

Explanation:
* Option A: Phishing attacks are typically related to email or messaging security rather than direct video traffic.
* Option B: While identity protection can be a factor, routing through company servers primarily obfuscates the user's IP address
and other metadata, which reveals physical location rather than identity specifics.
* Option C: Routing video traffic through a company's servers hides the users' IP addresses from each other, which prevents them
from determining each other's physical location.
* Option D: Stronger authentication methods are related to access control but not necessarily to the routing of video traffic.
References:
* IAPP CIPT Study Guide
* Network security principles related to traffic routing

NEW QUESTION # 108 
SCENARIO
Clean-Q is a company that offers house-hold and office cleaning services. The company receives requests from consumers via their
website and telephone, to book cleaning services. Based on the type and size of service, Clean-Q then contracts individuals that are
registered on its resource database - currently managed in- house by Clean-Q IT Support. Because of Clean-Q's business model,
resources are contracted as needed instead of permanently employed.
The table below indicates some of the personal information Clean-Q requires as part of its business operations:
Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has been conducted to align
employee data management and human resource functions with applicable data protection regulation. Therefore, the Clean-Q
permanent employee base is not included as part of this scenario.
With an increase in construction work and housing developments, Clean-Q has had an influx of requests for cleaning services. The
demand has overwhelmed Clean-Q's traditional supply and demand system that has caused some overlapping bookings.
Ina business strategy session held by senior management recently, Clear-Q invited vendors to present potential solutions to their
current operational issues. These vendors included Application developers and Cloud-Q's solution providers, presenting their
proposed solutions and platforms.
The Managing Director opted to initiate the process to integrate Clean-Q's operations with a cloud solution (LeadOps) that will
provide the following solution one single online platform: A web interface that Clean-Q accesses for the purposes of resource and
customer management. This would entail uploading resource and customer information.
* A customer facing web interface that enables customers to register, manage and submit cleaning service requests online.
* A resource facing web interface that enables resources to apply and manage their assigned jobs.
* An online payment facility for customers to pay for services.
What is a key consideration for assessing external service providers like LeadOps, which will conduct personal information
processing operations on Clean-Q's behalf?

A. Establishing a relationship with the Managing Director of LeadOps.
B. Recognizing the value of LeadOps' website holding a verified security certificate.
C. Obtaining knowledge of LeadOps' information handling practices and information security environment.
D. Understanding LeadOps' costing model.

Answer: C

Explanation:
A key consideration for assessing external service providers like LeadOps, which will conduct personal information processing
operations on Clean-Q's behalf, is obtaining knowledge of LeadOps' information handling practices and information security



environment.
* Explanation:
* Due Diligence: Evaluating LeadOps' data handling practices ensures that they follow robust data protection principles, including
data minimization, purpose limitation, and data retention policies.
* Security Measures: Understanding their information security environment involves assessing technical and organizational measures
in place to protect personal data. This includes encryption, access controls, incident response plans, and regular security audits.
* Compliance and Certification: Verifying compliance with recognized standards such as ISO
/IEC 27001 can provide assurance that LeadOps follows best practices in information security management.
* Privacy Impact Assessments (PIAs): Conducting a PIA can help identify and mitigate privacy risks associated with outsourcing to
LeadOps. It involves evaluating the potential impact on data subjects and implementing appropriate controls to protect their data.
* Contractual Safeguards: Ensuring that contracts with LeadOps include specific data protection clauses, such as data processing
agreements (DPAs), to delineate responsibilities and ensure compliance with data protection laws.
References:
IAPP Privacy Management, Information Privacy Technologist Certification Textbooks ISO/IEC 27001 - Information Security
Management Systems GDPR Article 28 - Processor

NEW QUESTION # 109 
A credit card with the last few numbers visible is an example of what?

A. Partial encryption
B. Masking data
C. Sighting controls.
D. Synthetic data

Answer: B

Explanation:
Masking data involves obscuring certain parts of data to protect sensitive information while allowing some level of visibility. In the
case of a credit card, masking typically involves showing only the last few digits while hiding the rest, which is a common practice to
protect the full card number from unauthorized access.
This method helps in balancing the need for data utility with the requirement for data protection.
Reference: IAPP CIPT Certification Textbook, Chapter on Data Masking Techniques, discussing various data masking methods
and their applications in protecting sensitive information.

NEW QUESTION # 110 
Which of the following is NOT a factor to consider in FAIR analysis?

A. The probability that a threat actor's attempts to exploit a privacy risk might succeed.
B. The capability of a threat actor to exploit the analyzed privacy risk.
C. The stage of the data life cycle in which the analyzed privacy risk occurs.
D. The severity of the harm that might be caused by the privacy risk.

Answer: C

Explanation:
FAIR (Factor Analysis of Information Risk) analysis is a structured approach to understanding, analyzing, and quantifying
information risks. The core factors in FAIR analysis include the severity of the harm (option A), the capability of a threat actor
(option B), and the probability of a threat actor's success (option D). The stage of the data life cycle, while important in
understanding data management practices, is not a direct factor in the FAIR analysis framework. According to IAPP documentation,
FAIR analysis focuses on quantifying risk factors to evaluate and manage privacy risks effectively, emphasizing measurable and
actionable components rather than the data life cycle stage.

NEW QUESTION # 111 
Which of the following is an example of the privacy risks associated with the Internet of Things (loT)

A. A water district fines an individual after a meter reading reveals excess water use during drought conditions.
B. A group of hackers infiltrate a power grid and cause a major blackout.



C. A website stores a cookie on a user s hard drive so the website can recognize the user on subsequent visits.
D. An insurance company raises a person s rates based on driving habits gathered from a connected car.

Answer: B

NEW QUESTION # 112
......
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