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HEE #53
Which of the following statements is true regarding the Intrusion Prevention Protection Module?

¢ A The Intrusion Prevention Protection Module can identify changes applied to protected objects, such as the Hosts file, or
the Windows Registry.

¢ B. The Intrusion Prevention Protection Module analyzes the payload within incoming and outgoing data packets to identify
content that can signal an attack.

¢ C. The Intrusion Prevention Protection Module can prevent applications from executing, allowing an organization to block
unallowed software.

¢ D. The Intrusion Prevention Protection Module blocks or allows traffic based on header information within data packets.

HE: B

Y.
deep-security-protection-modules

AR #54
Which of the following statements regarding the Integrity Monitoring Protection Module is true?

¢ A. Any changes to monitored system objects that are detected after a Recommendation Scan is run on the protected
computer are assumed to be malicious.

¢ B. The Integrity Monitoring rules include a property that identifies whether a change to a monitored system object was
performed as part of a legitimate operation.

¢ (. The Integrity Monitoring Protection Module can detect changes to the system, but lacks the ability to distinguish between
legitimate and malicious changes.

¢ D. Any changes to the system objects monitored by the Integrity Monitoring Protection Module are assumed to be legitimate,
however, an administrator can revise the status of the object modification to Malicious during a review of the Integrity
Monttoring Events.

e, C

M.

Integrity Monitoring detects and reports changes to files, registries, and system areas. It does not automatically determine whether a
change is legitimate or malicious; that distinction must be made by an administrator through event review. The module's primary
purpose is detection, not classification.

Reference:

Trend Micro Deep Security Admmistrator's Guide, Integrity Monitoring Module Section

EE#55
Which of the following correctly identifies the order of the steps used by the Web Reputation Protection Module to determine if
access to a web site should be allowed?

e A. Checks the Approved list. 2. Checks the Deny list. 3. Checks the cache. 4. If not found in any of the above, retrieves the
credibility score from the Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to
the web site should be allowed.

e B. Checks the Deny list. 2. Checks the Approved list. 3. Checks the cache. 4. Ifnot found in any of the above, retrieves the
credibility score from Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to the
web site should be allowed.

e C. Checks the cache. 2. Checks the Deny list. 3. Checks the Approved list. 4. If not found in any of the above, retrieves the
credibility score from Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to the
web site should be allowed.

e D. Checks the cache. 2. Checks the Approved list. 3. Checks the Deny list. 4. If not found in any of the above, retrieves the
credibility score from the Rating Server. 5. Evaluates the credibility score against the Security Level to determine if access to
the web site should be allowed.

He:. D



Y.

The correct order for the Web Reputation Module is:

Checks the cache for a previously evaluated site.

Checks the Approved list (allow list/whitelist).

Checks the Deny list (block list/blacklist).

Ifnot found, retrieves the credibility score from the Trend Micro Rating Server.
Evaluates the score against the security level to allow or block access.
References:

Trend Micro Deep Security Administrator's Guide: Web Reputation

EHE #56
The Overrides settings for a computer are displayed in the exhibit. Which of the following statements is true regarding the displayed
configuration?

¢ A The Protection Modules identified as Inherited in the exhibit have not yet been config-ured. Only the Web Reputation and
Application Control Protection Modules have been configured.

¢ B. The configuration for the Protection Modules is inherited from the policy assigned to this computer, except for the
configuration of the Web Reputation and Application Control Protection Modules which have been set at the computer level.

e C. The Web Reputation and Application Control Protection Modules have been assigned a different policy that the other
Protection Modules and as a result, are displayed with overrides.

¢ D. The Protection Modules identified as Inherited in the exhibit have not yet been enabled. Only the Web Reputation and
Application Control Protection Modules have been enabled at this point.

He: B

MH.

When an override is present, settings for those modules (here, Web Reputation and Application Control) have been customized at
the computer level and no longer inherit from the assigned policy. The others remain inherited, using policy-level settings.
Reference:

Trend Micro Deep Security Administrator’s Guide, Overrides Section

HE#57
What is the purpose of the Deep Security Relay?

¢ A Deep Security Relays maintain the caches of policies applied to Deep Security Agents on protected computers to improve
performance.

e B. Deep Security Relays are responsible for retrieving security and software updates and distributing them to Deep Security
Manager, Agents and Virtual Appliances.

e C. Deep Security Relays distribute load to the Deep Security Manager nodes in a high-availability implementation.

¢ D. Deep Security Relays forward policy details to Deep Security Agents and Virtual Ap-pliances immediately after changes
to the policy are applied.

HE:. B
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