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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q22-Q27):
NEW QUESTION # 22 
Which of the following is required to be considered when selecting appropriate information security risk treatment options?

A. Criteria for accepting identified risks
B. Only risk controls in Annex A of ISO/IEC 27001
C. Criteria for performing risk assessments
D. Only risk controls in ISO/IEC 27002

Answer: A

Explanation:
Clause 6.1.3 (c) requires organizations to:
"compare the controls determined in 6.1.3 b) with those in Annex A and verify that no necessary control has been omitted; and
prepare a Statement of Applicability." It also requires organizations to select risk treatment options considering "the organization's
risk acceptance criteria." This shows thatrisk acceptance criteriaare a fundamental factor when selecting risk treatment options.
Options C and D are incorrect because Annex A and ISO/IEC 27002 are reference sets, not the sole sources of controls -
organizations can design their own. Criteria for performing risk assessments (B) are part of 6.1.2 (risk assessment process), not risk
treatment.
Thus, the correct requirement isA: Criteria for accepting identified risks.

NEW QUESTION # 23 
Which output is a required result from risk analysis?

A. Risk treatment control options
B. Determined levels of risk
C. Prioritized risks for treatment
D. Risk acceptance criteria

Answer: B

Explanation:
Clause 6.1.2 (d) states that duringrisk analysis, the organization shall:
* "assess the potential consequences that would result if the risks identified... were to materialize;"
* "assess the realistic likelihood of the occurrence of the risks identified;"
* "determine the levels of risk."
This makes it clear that the requiredoutput of risk analysis is the determined levels of risk. Risk acceptance criteria (A) are set earlier
in 6.1.2(a), treatment control options (C) belong to 6.1.3, and prioritization (D) is part of risk evaluation (6.1.2 e). Therefore, the
verified correct output isB: Determined levels of risk.

NEW QUESTION # 24 
Which statement describes a purpose of monitoring, measurement, analysis and evaluation according to ISO
/IEC 27001?

A. To evaluate information security performance
B. To ensure that employees and contractors are competent
C. To monitor the use of information assets
D. To track the use of outsourced processes

Answer: A

Explanation:
Clause 9.1 requires:
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"The organization shall evaluate the information security performance and the effectiveness of the information security management
system." This is the central purpose of monitoring, measurement, analysis, and evaluation. Competence (B) is covered under Clause
7.2. Monitoring use of assets (C) and outsourced processes (D) may be done, but they are not the formal purpose described in the
standard. Instead, performance evaluation ensures the ISMS continues to meet intended outcomes and supports continual
improvement.
Thus, the verified purpose is A: To evaluate information security performance.

NEW QUESTION # 25 
Which item is required to be included in an information security policy?

A. A plan for the continual improvement of the information security management system
B. A commitment to satisfy applicable requirements related to information security
C. A Statement of Applicability which defines the necessary controls to be implemented
D. A framework enabling concerns with the information security policy to be addressed

Answer: B

Explanation:
Clause 5.2 (Information security policy) requires that the policy:
* "includes information security objectives (or provides a framework for setting them)"
* "includes a commitment to satisfy applicable requirements related to information security"
* "includes a commitment to continual improvement of the ISMS."
Among the listed options, the exact mandatory requirement is"a commitment to satisfy applicable requirements related to information
security". Option B partially reflects Clause 5.2 (commitment to continual improvement), but the wording given in the standard
prioritizes the satisfaction of applicable requirements (e.g., legal, regulatory, contractual). Option C is not a policy requirement.
Option D (Statement of Applicability) is a separate mandatory document (Clause 6.1.3) and not part of the policy itself.
Thus, the correct answer isA.

NEW QUESTION # 26 
What is the definition of a threat according to ISO/IEC 27000?

A. A single or a series of unwanted or unexpected information security events
B. A potential cause of an unwanted incident which can result in harm to a system or organization
C. The risk remaining after risk treatment
D. A weakness of an asset or a control that can be exploited

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:
According to ISO/IEC 27000:2018, Clause 3.74, athreatis defined as:
"Potential cause of an unwanted incident, which can result in harm to a system or organization." This definition directly matches
option A.
* Option B refers to an "information security incident" (ISO/IEC 27000:2018, Clause 3.32).
* Option C describes a "vulnerability" (ISO/IEC 27000:2018, Clause 3.67).
* Option D refers to "residual risk" (ISO/IEC 27000:2018, Clause 3.61).
The standard emphasizes that threats exploit vulnerabilities, causing incidents that can harm information confidentiality, integrity, and
availability. Correctly identifying threats is critical for risk assessment (Clause
6.1.2). Thus, the correct definition per ISO/IEC 27000 isA.

NEW QUESTION # 27
......
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