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HashiCorp Vault-Associate-002 Exam Syllabus Topics:

Section Objectives
- Tokens

¢ 1. Token lifecycle
e 2. Token renewal and revocation

Topic 1: Policies and Access Control - ACL policies

¢ 1. Path-based permissions
e 2. Policy syntax and rules

- Dynamic secrets

¢ 1. Database secrets engine
¢ 2. Cloud credential generation

Topic 2: Secrets Engines - Key-value secrets engine

o 1. Static secrets management
e 2. Versioned KV store

- Audit devices
e 1. Audit logging concepts
Topic 3: Operations and Security - Encryption and data protection

e 1. Transit secrets engine
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- Vault deployment modes
¢ 1. High availability setup

o 2. Dev server vs production

Topic 4: Vault Architecture and Overview - Vault components and core concepts

¢ 1. Sealunseal process
e 2. Storage backends

- Auth backends

¢ 1. AppRole authentication
¢ 2. Token authentication
e 3. Userpass and LDAP auth

Topic 5: Authentication Methods
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HP#83
Where can you set the Vault seal configuration? (Choose two.)

A. Vault CLI
B. Cloud Provider KMS
C. Environment variables
D. Vault configuration file
E. Vault API

Eﬁ: C\ D

H #84
What is the Vault CLI command to query information about the token the client is currently using?

A. vault lookup self
B. vault lookup token
C. vault self lookup
D. vault token lookup

Ef#E: D

HE #85
Which of the following cannot define the maximum time-to-live (TTL) for a token?

¢ A. By the mount endpoint configuration
¢ B. By the authentication method
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e C. Systemmax TTL
¢ D. By the client system
e E. A parent token TTL

IEf#: D

E R #86
Which of the following statements describe the secrets engine in Vault? (Choose three.)

A. A secrets engine cannot be enabled at multiple paths
B. You can build your own custom secrets engine

C. Once enabled, you cannot disable the secrets engine
D. Some secrets engines simply store and read data

E. Each secrets engine is isolated to its path

IEf#: B. D. E

H #87

‘Which path will this policy allow?
path "kv/+/team *" {

capabilities = [ "read" ]

}

A. kv/us-west/ca/team edu
B. kv/us-west/team_edu

C. kv/team_edu

D. kv/us-west/team
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