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¢ OT network protection: The topic discusses how to implement IPS to secure OT networks and
=R 1 Application control in OT networks. Configuration of OT firewall and identification of industrial protocols
are also discussed in this topic.
o Network access control: It explains Industrial Ethernet protocols and Industrial Ethernet networks. The
=x 2 topic also describes OT Awvailability as well as configuring internal segmentation. Lastly, it delves into
application of authentication to control access to devices.
¢ Asset management: Sub-topics of this topic are related to explaining OT findamentals, explaining the OT
=3 architecture with Fortinet products, configuration of the security fabric for OT network, implementation of
device detection, and finally categorizing different devices for the management of OT asset.
¢ Monitoring and risk assessment: It covers sub-topics of risk assessment, security automation, reports
A 4 generation, and implementation of logging and monitoring with FortiAnalyzer and FortiSIEM.
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EE #54
Refer to the exhibit. Which statement is true about application control inspection?

Industrial

L

App A AppB AppC

l App_C_Read
App_A_push_alert App_B_Information.Transfer
PRSP ( OPral ) App_C_Write

A. You can control security actions only on the parent-level application signature

B. The industrial application control inspection process is unique among application categories.
C. The parent signature takes precedence over the child application signature.

D. Security actions cannot be applied on the lowest level of the hierarchy.

X
m

: A

HEE #55
Which two frameworks are common to secure ICS industrial processes, including SCADA and DCS? (Choose two.)

A. NIST Cybersecurity
B. Modbus

C. IEC 62443

D. IEC 104

He: AC

Y.

NIST Cybersecurity Framework

This framework provides a comprehensive approach to managing cybersecurity risk across an organization, including industrial
control systens. It offers a structured methodology for identifying, assessing, prioritizing, and responding to cyber threats.

IEC 62443

This standard specifically addresses cybersecurity for industrial automation and control systems (IACS). It provides detailed
guidance on securing various aspects of ICS, from network segmentation to secure commumnication protocols.

EE #56
Refer to the exhibit.



Edge
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Access : l\\)
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You are assigned to implement a remote authentication server in the OT network.
Which part of the hierarchy should the authentication server be part of?

A. Core
B. Access
C. Cloud
D. Edge

¥E: D

EE #57
Refer to the exhibit. Based on the topology designed by the OT architect, which two statements about implementing OT security are
true? (Choose two.)
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¢ A Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.

¢ B. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.
e C.IT and OT networks are separated by segmentation.

e D. FortiGate-3 and FortiGate-4 devices must be in a transparent mode.

Y. AC

Y.
Segmentation separates the IT side from the OT zones in the diagram. FortiGate-3 and FortiGate-4 sit closest to PLC/RTU traffic,
so their policies must use industrial protocol sensors to inspect and control those OT flows.

HE #58
How can you achieve remote access and internel availability in an OT network?

A. Create more access policies to prevent unauthorized access.
B. Create a back-end backup network as a redundancy measure.
C. Implement SD-WAN to manage traffic on each ISP Iink.

D. Add additional internal firewalls to access OT devices.
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