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mit Losungen (Q500-Q505):

500. Frage
A security manager regualrly checks work areas after buisness hours for security violations; such as unsecured files or unattended
computers with active sessions. This activity BEST demonstrates what part of a security program?

A. Compliance management
B. Physical control testing

C. Security awareness training
D. Audit validation

Antwort: A

Begrindung;

Purpose of After-Hours Security Checks:Regular inspections for security violations demonstrate adherence to established security
policies and procedures, ensuring compliance across the organization.

‘Why This Demonstrates Compliance Management:

* Ensures that employees follow policies, such as securing files and logging out of active sessions.

* Highlights the organization's commitment to enforcing security measures.

Why Other Options Are Incorrect:

* A. Audit Validation: Focuses on verifying the accuracy of records and processes, not physical security checks.

* B. Physical Control Testing: Involves testing physical security mechanisirs (e.g., locks, barriers).

* D. Security Awareness Training: Refers to educating employees, not monitoring compliance.

References:EC-Council defines compliance management as ensuring rules and policies are followed consistently, which is
demonstrated in this scenario.

501. Frage
What oversight should the information security team have in the change management process for application security?

¢ A Information security should be aware of any significant application security changes and work with developer to test for
vulnerabilities before changes are deployed in production

¢ B. Information security should be informed of changes to applications only

e C. Development team should tell the information security team about any application security flaws

¢ D. Information security should be aware of all application changes and work with developers before changes are deployed in
production

Antwort: A

502. Frage
The total cost of security controls should:

A. Be greater than the value of the information resource being protected
B. Should not matter, as long as the information resource is protected
C. Be less than the value of the information resource being protected

D. Be equal to the value of the information resource being protected

Antwort: C

503. Frage

Acne Inc. has engaged a third party vendor to provide 99.999% up-time for their online web presence and had them contractually
agree to this service level agreement. What type of risk tolerance is Acme exhibiting?

(choose the BEST answer):



A. mediumhigh risk-tolerance
B. high risk-tolerance

C. moderate risk-tolerance

D. low risk-tolerance

Antwort: D

Begriindung;

Risk Tolerance Definition:

* A service level agreement (SLA) 0£99.999% uptime indicates a very low tolerance for service mterruptions or downtime.

* This level of risk tolerance reflects an emphasis on high availability and minimal disruption, characteristic of organizations with
critical online operations.

Why Other Options Are Incorrect:

* B. High risk-tolerance: High risk-tolerance would reflect less stringent SLA requirements.

* C. Moderate risk-tolerance: Moderate tolerance would accept more flexibility in uptime.

* D. Mediumhigh risk-tolerance: This option does not accurately reflect the extreme precision of "five nines" uptime.
EC-Council CISO ReferenceThe EC-Council CISO framework describes how SLAs and similar contractual agreements reflect
organizational risk tolerance and strategic priorities.

504. Frage
Which of the following is the MOST effective way to measure the effectiveness of security controls on a perimeter network?

A. Inplement network intrusion prevention systens

B. Performa vulnerability scan of the network

C. Internal Firewall ruleset reviews

D. External penetration testing by a qualified third party

Antwort: D

Begrindung;

Why Penetration Testing is Effective:

* Identifies weaknesses in perimeter defenses by simulating real-world attack scenarios.

* Provides actionable insights for strengthening perimeter security.

Why This is Correct:

* A qualified third party ensures unbiased testing and comprehensive evaluation.

‘Why Other Options Are Incorrect:

* A. Vulnerability Scan: Identifies known vulnerabilities but lacks the depth of penetration testing,

* C. Internal Firewall Reviews: Limited to rule analysis, not testing overall effectiveness.

* D. Network Intrusion Prevention Systers: Mitigates threats but does not measure control effectiveness.
References:

EC-Council emphasizes external penetration testing as a critical tool for assessing perimeter network security controls.
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