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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic

Details

Topic 1

CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative
skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.

Topic 2

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) i alignment with DoD and CMMC-AB methodology.

Topic 3

CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 4

CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC V2.0, including self-assessments and
certification levels.
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You don't have to worry about passing rates of our CMMC-CCP exam questions because of the short learning time. We have
always been trying to shorten your study time on the premise of ensuring the passing rate. Perhaps after you have used CMMC-
CCP real exam once, you will agree with this point. Our CMMC-CCP Study Materials are really a time-saving and high-quality
product! As long as you buy and try our CMMC-CCP practice braindumps, then you will want to buy more exam materials.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q18-Q23):

NEW QUESTION # 18
Which resource could BEST help a CEO determine how to identify the category of CUI ?

A. CMMC-AB

B. NARA

C. DoD DFARS Part 252

D. CMMC Assessment Guide

Answer: B

Explanation:

The best resource for identifying the category of Controlled Unclassified Information (CUI) is NARA , because NARA is the CUI
Executive Agent for the federal CUI Program and maintains the authoritative CUI Registry . The Registry is specifically where the
government publishes the approved CUI categories (and related markings and handling guidance) used across the Executive Branch.
NARA's own CUI FAQs explicitly point users to the CUI Registry as the place that "lists all authorized CUI Categories (basic and
specified)." Likewise, NIST's CUI-related FAQ page also points to the NARA CUI Registry for CUI categories, reinforcing that
the Registry is the correct source for determning which category applies to a given type of information.

By contrast, DFARS Part 252 (including clauses like 252.204-7012) addresses contractual safeguarding and cyber reporting
requirenents, not the authoritative categorization list itself. The CMMC Assessment Guide is about how to assess controls for
CMMC levels, not how to determine CUI categories. And the Cyber AB (formerly CMMC-AB) administers the ecosystem and
assessment processes, not the federal CUI category taxonomy. Therefore, NARA is the best answer.

NEW QUESTION # 19

An OSC lead has provided company information, identified that they are seeking CMMC Level 2, stated that they handle FCI.
identified stakeholders, and provided assessment logistics. The OSC has provided the company's cyber hygiene practices that are
posted on every workstation, visitor logs, and screenshots of the configuration of their FedRAMP-approved applications. The OSC
has not won any DoD government contracts yet but is working on two proposals Based on this information, which statement BEST
describes the CMMC Level 2 Assessment requirements?

¢ A. Ready because all DoD contractors are required to achieve CMMC Level 2; therefore, they are being proactive in
seeking certification.

¢ B. Not ready because the OSC is not on contract because they do not know the scope of FCI protection required by the
contract.

e C. Ready because there is no need to certify this company until after they win a DoD contract.

e D. Not ready because the OSC still lacks artifacts that prove they have implemented all the CMMC Level
2 Assessment requirements.

Answer: D

NEW QUESTION # 20

The director of sales, in a meeting, stated that the sales team received feedback on some emails that were sent, stating that the emails
were not marked correctly. Which training should the director of sales refer the sales team to regarding information as to how to
mark emails?

e A. NARA CUI Introduction to Marking
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¢ B. C3PAO CUI Introduction to Marking
e C. CMMC-AB CUI Introduction to Marking
¢ D. FBI CUI Introduction to Marking

Answer: A

Explanation:

The Controlled Unclassified Information (CUI) Program, established by Executive Order 13556, standardizes the handling and
marking of unclassified information that requires safeguarding or dissemination controls across federal agencies and their contractors.
The National Archives and Records Administration (NARA) serves as the Executive Agent responsible for implementing the CUI
Program

In the context of the Cybersecurity Maturity Model Certification (CMMC) 2.0, particularly at Level 2, organizations are required to
protect CUI by adhering to the security requirements outlined in NIST Special Publication 800-171. This includes proper marking of
CUI to ensure that all personnel recognize and handle such information appropriately.

The NARA CUI Introduction to Marking provides comprehensive guidance on the correct procedures for marking documents and
communications containing CUL This resource is essential for training purposes, as it offers detailed instructions and examples to
help personnel understand and implement proper CUI markings.

By referring the sales team to the NARA CUI Introduction to Marking, the director of sales ensures that the team receives
authoritative and standardized training on how to appropriately mark emails and other documents containing CUI, thereby
maintaining compliance with federal regulations and CMMC requirements.

NEW QUESTION # 21
Which assessment method compares actual-specified conditions with expected behavior?

A. Test

B. Interview
C. Examine
D. Compile

Answer: A

NEW QUESTION # 22
Which document is the BEST source for determining the sources of evidence for a given practice?

A. CMMC Assessment Scope
B. NISTSP 800-53A

C. NISTSP 800-53

D. CMMC Assessment Guide

Answer: B

NEW QUESTION # 23
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