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B #216
What change was introduced in the second edition (2024) of ISA-62443-2-1 compared to the first edition (2010)?

e A Introduction of a new PDCA cycle framework

¢ B. Focus only on individual system components rather than overall system
e (. Elimination of duplication of ISMS requirements

e D. Removal of supply chain security considerations

Ef: C
R -

The second edition (2024) of ISA/IEC 62443-2-1 introduced a significant structural improvement by eliminating duplication of
Information Security Management System (ISMS) requirements. The first edition (2010) contained content that overlapped
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substantially with ISO/IEC 27001-style ISMS controls, leading to redundancy and unnecessary implementation burden.

In the updated edition, ISA clarified that 62443-2-1 is not intended to replace a general-purpose ISMS, but rather to extend and
specialize it for Industrial Automation and Control Systems (IACS). As a result, duplicated ISMS clauses were removed or
streamlined, and the focus shifted to TACS-specific risks, operational realities, and lifecycle concerns.

This change improves:

* Compatibility with existing enterprise ISMS implementations

* Clarity of roles between IT security governance and OT security management

* Practical adoption by asset owners operating both I'T and OT environments Importantly, supply chain security, lifecycle
management, and organizational governance were not removed.

Instead, they were better aligned and referenced to avoid redundancy. The PDCA model remains implicit but was not newly
mtroduced in 2024.

Thus, the defining change is the elimination of duplicated ISMS requirements, making Option B correct.

HA #217
Ifa system integrator is designing zones and conduits for an IACS network based on risk assessments, which part of the ISA/IEC
62443 standard guides this process?

A. Part 4-1: Secure product development lifecycle requirements
B. Part 3-2: Security risk assessment for system design

C. Part 2-1: Establishing an IACS security program

D. Part 1-3: System security conformance metrics

IEf#: B

RN -

ISA/TEC 62443-3-2 specifically provides methodology and guidance for performing risk assessments and defining zones and
conduits based on those assessiments.

"This standard describes a process for conducting a cybersecurity risk assessment and defines the concept of zones and conduits for
segmenting IACS. It provides guidance for assigning security levels and designing mitigation strategies accordingly."

- ISA/IEC 62443-3-2:2020, Clause 5.3 - Zones and Conduits

It is the key reference for system integrators during design and architecture phases of IACS security.

References:

ISA/IEC 62443-3-2:2020 - Clauses 5.2 and 5.3

ISA/TEC 62443-1-1 - Introduction to zones, conduits, and SL-T

HA #218
What does Layer 1 of the ISO/OSI protocol stack provide?
Auvailable Choices (select all choices that are correct)

¢ A. User applications specific to network applications such as reading data registers ina PLC
¢ B. The electrical and physical specifications of the data connection

¢ C. Framing, converting electrical signals to data, and error checking

¢ D. Data encryption, routing, and end-to-end connectivity

IEf#: B

H #219
Which of the following BEST describes 'Vulnerability'?

¢ A. Anexploitable flaw in management

¢ B. The result that occurs froma particular incident
e C. Anevent that could breach security

¢ D. The potential for violation of security

Ef#: D
fERL:



According to ISA/IEC 62443-1-1, a vulnerability is defined as "the potential for violation of security," which means a weakness or
gap in protection efforts that could be exploited by threats to gain unauthorized access or cause harmto an IACS. It does not
specifically mean an event (B) or a result (D), and it is broader than just management flaws (A). The identification and management
of vulnerabilities are key steps in risk assessment and mitigation in the 62443 framework.

Reference: ISA/IEC 62443-1-1:2007, Section 3.3, Glossary ("'vulnerability" definition).

H #220
Why is OPC Classic considered firewall unfriendly?

A. Tt dynamically assigns several ports.

B. It allows use of only port 80.

C. It is an obsolete commumication standard.

D. It works with control devices from different manufacturers.

EfE: A

R -

OPC Classic uses Microsoft's DCOM (Distributed Component Object Model) for communication, which dynamically opens
multiple ports, making it extremely difficult to manage with firewalls.

"OPC Classic is firewall-unfriendly because DCOM requires dynamic port negotiation, making it difficult to define consistent firewall
rules."

- ISA/IEC 62443-3-3:2013, Amnex A - Commumnication Protocols and Security Concerns This lack of port predictability presents a
significant security and operational risk, which led to the development of OPC UA, which uses fixed ports and supports encryption.
References:

ISA/IEC 62443-3-3 - Annex A

OPC Foundation Security Guidelines
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