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CheckPoint 156-315.82 Exam Syllabus Topics:

Section Objectives

- Advanced Security Features

e 1. Identity awareness

e 2. Security policies and rule bases

e 3. Network Address Translation (NAT)
e 4. Application control and URL filtering

- Virtual Private Networks (VPNs)

¢ 1. Implement Link Selection and ISP Redundancy
e 2. Configure and verify VPN communities
e 3. Establish VPN tunnels with externally managed Gateways

- Monitoring and Logging

Core Study Modules e 1. Reporting and analysis

¢ 2. Logging and monitoring strategies
¢ 3. Security management architecture

- Threat Prevention

¢ 1. Intrusion Prevention System (IPS)
o 2. Threat emulation and extraction
e 3. Anti-virus and Anti-malware

- Management High Availability

¢ 1. Deploy and configure a Secondary Security Management Server
e 2. Verify the database synchronization status between Primary and Secondary Servers
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B RE (Q60-Q65):

B #60

How many interfaces are required as a minimum on each ElasticXL Cluster member?

A. At least three
B. Five

C. At least four
D. Six

EfE: C

A -

The correct answer isD. Each ElasticXL Cluster Member requires at leastfour interfaces. Check Point's R82 ElasticXL
documentation states that an ElasticXL Cluster requires at least four interfaces on each member: a dedicated management interface,
a dedicated Sync interface, an external interface, and an internal interface.

The Mgt port is selected automatically for the management mterface, and the Sync port is selected automatically for the
synchronization interface. The admmistrator selects and configures the external and internal data interfaces. Option A and Option B
overstate the requirement. Option C is wrong because three interfaces would not satisfy the documented minimum: management,
synchronization, external, and internal are all required as separate flnctional interface roles. This is not a design preference; it is an
ElasticXL requirement. For CCSE R82, the answer is straightforward:minimum four interfaces per ElasticXL Cluster Member.
Reference topic:ElasticXL Important Notes / Minimum interface requirement.

H #61
What is the first thing you need to check before you begin your offline upgrade?

e A Gaia OS version

e B. ServiceContract file

e C. offline package version you intend to install - HotFix (HF), Jumbo HotFix Accumulator or Major version
¢ D. Deployment Agent version

IEf#: C

R -
Before starting an offline upgrade, you must verify the version of the offline package to be installed -- whether it is a HotFix, Jumbo
HotFix Accumulator, or a major version upgrade -- to ensure compatibility with the current system and proper upgrade procedure.

HH #62
Which of the following commands is correct when importing a database?

A. import database -v R82 /PatlvExportFileName

B. migrate _server import -v R82 /Path/ExportFileName
C. migrate import -v R82 /Patlv/ExportFileName

D. migrate_server -v R82 /Path/ExportFileName

EM: B
L

The correct answer isB. In R82, the correct utility for importing a management database exported from another Management Server
ismigrate_server importwith the target version specified by -v R82. The official R82 CLI Reference Guide shows the syntax from
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Expert mode as ./migrate_server import -v R82 ... / < Full Path >/ < Name of Exported File > .tgz. Option A is wrong because
migrate is the older command used for older database migration scenarios and is not the correct R82 command for R80.20 and
higher management database migration. Option C is not a valid Check Point command. Option D is incomplete because it omits the
required import operation. The corrected command should be interpreted as running from $FWDIR

/scripts/ in Expert mode: ./migrate_server import -v R82 / < Full Path >/ < Name of Exported File > .tgz. For the exam, the key
phrase ismigrate_server import -v R82, not migrate import.

HM #63
‘What are the main stages of a policy installation?

A. Inttiation, Conversion and FWD REXEC

B. Verification, Compilation, Transfer and Commit
C. Initiation, Conversion and Save

D. Verification, Commit, Installation

Ef#: B

H #064
Which process is responsible for the code generation and compilation of Legacy Dump files?

A.CPM
B. Stateful Compiler

C. Inspect Engine
D. FWM

Ef#: D

L2

The correct answer isA. In the Legacy Dump policy installation path, theFWMprocess is responsible for key management-side
policy preparation operations, including verification, conversion, code generation, and compilation before the policy package is
transferred to the Security Gateway. CPM participates in the modern management architecture and handles policy-installation
orchestration, but the legacy compile path is associated with FWM. Option C, "Stateful Compiler," is not the management daemon
named in the installation flow. Option D, "Inspect Engine," is related to Check Point's inspection/enforcement technology, but it is not
the Management Server process responsible for generating and compiling Legacy Dump files.

The exam s testing daemon responsibility, not a general concept of compilation. The clean mapping is: CPM receives/coordinates
the install request, FWM handles verification/conversion and legacy code generation

/compilation, CPTA transfers policy files, and gateway-side processes receive, stage, verify, and commit the policy. Reference
topic:Policy Installation Flow / FWM Responsibilities.
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