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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q46-Q51):

NEW QUESTION # 46

Refer to the exhibits.

During the implementation of a Fortinet Security Fabric configuration, CLI commands were issued in the order shown in the exhibit.
On the next day, the local admin for FGTC issues the following command:

FGTC # config system csf

set configuration-sync default

end

In this scenario, which outcome is true regarding the "subnet 1" firewall address object on FGTC?
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A. The object needs to be recreated on FGTA- 1 before it is automatically created on FGTC.
B. The object is automatically created.

C. The object is not automatically created.

D. The object will only be automatically created on FGTC if it is modified on FGTA-1.

Answer: B

NEW QUESTION # 47

A remote IT Team is in the process of deploying a FortiGate in their lab. The closed environment has been configured to support
zero-touch provisioning from the FortiManager, on the same network, via DHCP options. After waiting 15 minutes, they are
reporting that the FortiGate received an IP address, but the zero- touch process failed.

The exhibit below shows what the IT Team provided while troubleshooting this issue:

Which statement explains why the FortiGate did not install its configuration from the FortiManager?

A. The DHCP server used the incorrect option type for the FortiManager IP address.

B. The DHCP server was not configured with the FQDN of the FortiManager

C. The FortiGate was not configured with the correct pre-shared key to connect to the FortiManager
D. The configuration was modified on the FortiGate prior to connecting to the FortiManager

Answer: D

Explanation:
https7/commumity. fortinet. comvt5/FortiGate/ Technical- Tip- How- to-perform: zero-touch-provisioning-with/ta- p/197623

NEW QUESTION # 48

A customer is operating a FortiWeb cluster in a high volume active-active HA group consisting of eight FortiWeb appliances. One of
the secondary members is handling traffic for one specific VIP.

What will happen with the traffic if that secondary FortiWeb appliance fails?

A. Traffic will be redistributed by the primary appliance to the remaining secondary appliances.

B. Traffic will be redirected to the next appliance in the same traffic group.

C. Traffic will be redirected to the secondary member with the least number of sessions.

D. Traffic will be redistributed by the primary appliance to the remaining secondary appliances that are configured to handle
traffic for that specific VIP.

Answer: B

NEW QUESTION # 49
Refer to the exhibits.

A customer is looking for a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400E.
Referring to the exhibits, which two conditions allow authentication to the client devices before assigning an IP address? (Choose
two.)

A. Devices connected directly to ports 3 and 4 can perform 802 1X authentication.

B. FortiGate devices with NP6 and hardware switch interfaces cannot support 802.1X authentication.
C. Ports 3 and 4 can be part of different switch interfaces.

D. Client devices must have 802 1X authentication enabled

Answer: A,D

Explanation:

The customer wants to deploy a solution to authenticate the clients connected to a hardware switch interface of a FortiGate 400E
device. A hardware switch interface is an interface that combines multiple physical interfaces into one logical interface, allowing them
to act as a singleswitch with one IP address and one set of security policies. The customer wants to use 802.1X authentication for
this solution, which is a standard protocol for port-based network access control (PNAC) that authenticates clients based on their
credentials before granting them access to network resources. One condition that allows authentication to the client devices before
assigning an [P address is that devices connected directly to ports 3 and 4 can perform 802.1X authentication. This is because ports



3 and 4 are part of the hardware switch interface named "lan", which has an IP address of 10.10.10.254/24 and an inbound SSL
inspection profile named "ssl-inspection”. The inbound SSL inspection profile enables the FortiGate device to intercept and inspect
SSI/TLS traffic from clients before forwarding it to servers, which allows it to apply security policies and features such as antivirus,
web filtering, application control, etc. However, before performing SSL inspection, the FortiGate device needs to authenticate the
clients using 802.1X authentication, which requires the clients to send their credentials (such as username and password) to the
FortiGate device over a secure EAP (Extensible Authentication Protocol) channel. The FortiGate device then verifies the credentials
with an authentication server (such as RADIUS or LDAP) and grants or denies access to the clients based on the authentication
result. Therefore, devices connected directly to ports 3 and 4 can perform 802.1X authentication before assigning an IP address.
Another condition that allows authentication to the client devices before assigning an IP address is that client devices must have
802.1X authentication enabled. This is because 802.1X authentication is a mutual process that requires both the client devices and
the FortiGate device to support and enable it. The client devices must have 802.1X authentication enabled in their network settings,
which allows them to initiate the authentication process when they connect to the hardware switch interface of the FortiGate device.
The client devices must also have an 802.1X supplicant software installed, which is a program that runs on the client devices and
handles the communication with the FortiGate device using EAP messages. The client devices must also have a trusted certificate
nstalled, which is used to verify the identity of the FortiGate device and establish a secure EAP channel. Therefore, client devices
nust have 802.1X authentication enabled before assigning an [P address. References:
https:/docs.fortinet.com/document/fortigate/7.0.0/administration-guide/19662/hardware- switch-
interfaceshttps://docs.fortinet.com/document/fortigate/7.0.0/administration- guide/19662/802- 1x- authentication
https:/docs.fortinet.com/document/fortigate/7.2.0/new-features/959502/support-802- 1 x-on-virtual-switch-for- certain-np6-
platforns

NEW QUESTION # 50

Refer to the exhibit.

You have deployed a security fabric with three FortiGate devices as shown in the exhibit. FGT 2 has the following configuration:
FGT 1 and FGT 3 are configured with the default setting. Which statement is true for the synchronization of fabric-objects?

A. Objects from the root FortiGate will only be synchronized to FGT 3.

B. Objects from the root FortiGate will only be synchronized to FGT _ 2.

C. Objects fromthe FortiGate FGT 2 will be synchronized to the upstream FortiGate.

D. Objects from the root FortiGate will not be synchronized to any downstream FortiGate.

Answer: C

Explanation:

The security fabric shown in the exhibit consists of three FortiGate devices connected in a hierarchical topology, where FGT 1 is the
root device, FGT 2 is a downstream device, and FGT 3 is a downstream device of FGT 2. FGT 2 has a configuration setting that
enables fabric-object synchronization for all objects except firewall policies and firewall policy packages (set sync-fabric-objects
enable). Fabric-object synchronization is a feature that allows downstream devices to synchronize their objects (such as addresses,
services, schedules, etc.) with their upstream devices in a security fabric. This simplifies object management and ensures consistency
across devices. Therefore, in this case, objects from FGT 2 will be synchronized to FGT 1 (the upstream device), but not to
FGT 3 (the downstream device). Objects from FGT 1 will not be synchronized to any downstream device because the default
setting for fabric-object synchronization is disabled. Objects from FGT 3 will not be synchronized to any device because it does not
have fabric-object synchronization enabled. Reference: https://docs. fortinet.convdocument/fortigate/7.0.0/administration-
guide/19662/fabric-object-synchronization

NEW QUESTION # 51
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