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Microsoft GH-100 Exam Syllabus Topics:

Topic Details

Topic 1

Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains
configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access
through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

Topic 2

Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,
SCIM, and team synchronization. Candidates need to understand identity providers, user membership
implications, authorization models, and enforcing security measures such as two-factor authentication.

Topic 3

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
internally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI
CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.
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overcome them before the final attempt. The GitHub Administration (GH-100) desktop practice exam software works only on
Windows operating system.

Microsoft GitHub Administration Sample Questions (Q66-Q71):
NEW QUESTION # 66 
Which of the following is a key benefit of setting default read permissions across organizations?

A. Improves collaboration by allowing users to modify content directly.
B. Suits environments where all users need write access.
C. Enhances security by minimizing unintended modifications.
D. Increases efficiency in content creation and updates.

Answer: C

Explanation:
Enforcing a default of Read for organization members ensures they can view content without the ability to push changes, reducing the
risk of accidental or unauthorized modifications.

NEW QUESTION # 67 
When comparing fine-grained Personal Access Tokens (PATs) with classic PATs, which of the following statements is accurate?

A. Fine-grained PATs automatically renew while classic PATs require manual renewal.
B. Classic PATs can be restricted to specific organizations, but fine-grained PATs cannot.
C. Fine-grained PATs permissions can be scoped to specific repositories.
D. Classic PATs offer more permission controls than fine-grained PATs.

Answer: C

Explanation:
Fine-grained personal access tokens let you scope permissions down to individual repositories, whereas classic PATs grant access
across every repo the user can reach.

NEW QUESTION # 68 
Which of the following accurately contrasts a GitHub App and a GitHub Action?

A. GitHub Apps run only on GitHub-provided virtual machines, while GitHub Actions run only on customer-hosted machines
B. GitHub Actions are limited to reading repository content only
C. GitHub Apps can only be used inside .github/workflows
D. GitHub Actions can only be used to respond to events within a single repository while GitHub Apps can respond to events
from multiple repositories

Answer: D

Explanation:
GitHub Actions workflows are defined and triggered within a single repository's context, whereas GitHub Apps are installed at the
organization or user level and can subscribe to events across multiple repositories.

NEW QUESTION # 69 
You discover that a secret (e.g., a token or password) was accidentally committed to a GitHub repository. What is the first step you
should take to mitigate the risk?

A. Rewrite the repository history using git filter-repo or BFG Repo-Cleaner to remove the secret from all commits.
B. Delete the repository and create a new one to ensure the secret is no longer accessible.
C. Revoke and/or rotate the secret to render it unusable, then assess whether history rewriting is necessary.
D. Contact GitHub Support to remove the secret from all forks and clones of the repository.

Answer: C
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Explanation:
The immediate priority is to revoke or rotate the exposed credential so it can no longer be used; once it's invalidated, you can safely
proceed with history-rewriting or other cleanup steps.

NEW QUESTION # 70 
You are planning GitHub account management for a healthcare organization with strict compliance requirements. Which THREE of
the following statements accurately describe GitHub Enterprise Managed Users (EMU) accounts? (Choose three.)

A. EMU accounts allow users to create and manage their own credentials.
B. EMU accounts are created and managed by individual users.
C. EMU accounts are owned by the organization and cannot be unlinked.
D. EMU accounts can be used for both personal and enterprise repositories.
E. EMU accounts are managed through an identity provider such as Azure AD.
F. EMU accounts restrict users to enterprise-related activities only

Answer: C,E,F

Explanation:
Enterprise Managed User accounts are provisioned and authenticated exclusively through your identity provider (for example,
AzureAD), so the IdP handles their creation, attribute updates, and deprovisioning.
Managed user accounts cannot create public content or interact with repositories outside your enterprise; they're confined to private
and internal repos within the enterprise.
EMU accounts are owned and controlled by the enterprise (via the IdP) and cannot be converted into or unlinked as personal
accounts outside that enterprise.

NEW QUESTION # 71
......
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