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NEW QUESTION # 73
What least privilege role should be given to a user who needs to extract files with RTR?
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A. Real Time Responder - Active Responder
B. Falcon Security Lead

C. Real Time Responder - Administrator

D. Falcon Analyst

Answer: A

NEW QUESTION # 74
Which of the following roles allows a Falcon user to create Real Time Response Custom Scripts?

A. Real Time Responder ?Script Developer
B. Real Time Responder 7Read Only Analyst
C. Real Time Responder ? Administrator

D. Real Time Responder ?Active Responder

Answer: C

Explanation:
Real Time Responder - Administrator (RTR Admmistrator) - Can do everything RTR Active Responder can do, plus create custom
scripts, upload files to hosts using the put command, and directly run executables using the run command.

NEW QUESTION # 75
‘What may prevent a user from logging into Falcon via single sign-on (SSO)?

A. The user never configured their security questions

B. Falcon is in reduced functionality mode

C. The SSO username doesn't match their email address in Falcon
D. The mantenance token has expired

Answer: C

Explanation:

The option that may prevent a user from logging into Falcon via single sign-on (SSO) is that the SSO username doesn't match their
email address in Falcon. SSO is a feature that allows you to use an external identity provider (IdP) to authenticate and authorize
users to access the Falcon platform. SSO simplifies and streamlines the login process, as users only need to remember one set of
credentials for multiple applications. However, SSO requires that the username in the IdP matches the email address in Falcon for
each user. Ifthere is a mismatch between the username and the email address, the user will not be able to log into Falcon via SSO.

NEW QUESTION # 76
Once an exclusion is saved, what can be edited in the future?

A. The exclusion pattern cannot be changed

B. Only the options to "Detect/Block" and/or "File Extraction” can be changed

C. Only the selected groups and hosts to which the exclusion is applied can be changed
D. All parts of the exclusion can be changed

Answer: D

Explanation:

Once an exclusion is saved, all parts of the exclusion can be changed in the future. The administrator can edit an existing exclusion by
selecting it from the Exclusions page and modifying any of its fields, such as pattern, type, option, group or host. The other options
are either incorrect or not true of editing exclusions.

NEW QUESTION # 77
Under which scenario can Sensor Tags be assigned?

e A, While installing a sensor



¢ B. While updating a sensor in the Falcon console
¢ C. While managing hosts in the Falcon console
e D. While triaging a detection

Answer: A

Explanation:

Check in documentation, there are two kind of tags, the Falcon Grouping Tags that can be managed in falcon console or API and
the Sensor Grouping Tags that are configured as parameter in cli, that kind oftags can be diferentiated because it appears with the
prefix SensorGroupingTags followed with the name of the tag, If you want to modify a sensor tag is necessary change a registry key
value and reboot the device or waiting until the sensor is upgraded.

NEW QUESTION # 78
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