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Amazon AIP-C01 Exam Syllabus Topics:

Topic Details

Topic 1
Implementation and Integration: This domain focuses on building agentic AI systems, deploying foundation
models, integrating GenAI with enterprise systems, implementing FM APIs, and developing applications
using AWS tools.

Topic 2
Operational Efficiency and Optimization for GenAI Applications: This domain encompasses cost
optimization strategies, performance tuning for latency and throughput, and implementing comprehensive
monitoring systems for GenAI applications.

Topic 3
AI Safety, Security, and Governance: This domain addresses input
output safety controls, data security and privacy protections, compliance mechanisms, and responsible AI
principles including transparency and fairness.

Topic 4
Foundation Model Integration, Data Management, and Compliance: This domain covers designing GenAI
architectures, selecting and configuring foundation models, building data pipelines and vector stores,
implementing retrieval mechanisms, and establishing prompt engineering governance.
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Topic 5
Testing, Validation, and Troubleshooting: This domain covers evaluating foundation model outputs,
implementing quality assurance processes, and troubleshooting GenAI-specific issues including prompts,
integrations, and retrieval systems.
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Amazon AWS Certified Generative AI Developer - Professional Sample
Questions (Q80-Q85):
NEW QUESTION # 80 
A company is building a generative AI (GenAI) application that produces content based on a variety of internal and external data
sources. The company wants to ensure that the generated output is fully traceable.
The application must support data source registration and enable metadata tagging to attribute content to its original source. The
application must also maintain audit logs of data access and usage throughout the pipeline.
Which solution will meet these requirements?

A. Store data in Amazon S3 and use object tagging for attribution. Use AWS Glue Data Catalog to manage schema
information. Use AWS CloudTrail to log access to S3 buckets.
B. Use AWS Lake Formation to catalog data sources and control access. Apply metadata tags directly in Amazon S3. Use
AWS CloudTrail to monitor API activity.
C. Use AWS Glue Data Catalog to register all data sources. Apply metadata tags to attribute data sources.Use AWS
CloudTrail to log access and activity across services.
D. Use AWS Glue Data Catalog to register and tag data sources. Use Amazon CloudWatch Logs to monitor access patterns
and application behavior.

Answer: C

Explanation:
Option D is the correct solution because it directly satisfies all three core requirements: data source registration, metadata-based
attribution, and end-to-end audit logging, while remaining service-agnostic and scalable across internal and external data sources.
The AWS Glue Data Catalog is the AWS-native service for registering datasets and managing metadata centrally. It supports
structured registration of diverse data sources and enables consistent tagging that can be used to attribute generated content back to
its original source. This is essential for GenAI applications that combine multiple datasets and must provide traceability for outputs.
Metadata tags applied within the Glue Data Catalog ensure a consistent attribution framework that downstream systems-such as
Retrieval Augmented Generation (RAG) pipelines or evaluation systems-can reference without embedding attribution logic directly in
application code. This improves maintainability and governance.
AWS CloudTrail provides immutable audit logs of API activity across AWS services, including data access, metadata changes, and
pipeline interactions. CloudTrail logs are critical for compliance and regulatory review because they capture who accessed which
data, when, and through which service. This satisfies the requirement to maintain audit logs "throughout the pipeline," not just at
storage or application layers.
Option A introduces Lake Formation, which is primarily intended for fine-grained data lake permissions and is not required solely for
traceability. Option B relies on CloudWatch Logs, which does not provide authoritative audit logging across services. Option C
limits audit scope to S3 access and does not register or govern all data sources comprehensively.
Therefore, Option D provides the most complete and least intrusive solution for traceable, auditable GenAI data pipelines.

NEW QUESTION # 81 
A financial services company is creating a Retrieval Augmented Generation (RAG) application that uses Amazon Bedrock to
generate summaries of market activities. The application relies on a vector database that stores a small proprietary dataset with a low
index count. The application must perform similarity searches.
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The Amazon Bedrock model's responses must maximize accuracy and maintain high performance.
The company needs to configure the vector database and integrate it with the application.
Which solution will meet these requirements?

A. Launch an Amazon Aurora PostgreSQL cluster and configure the index by using the Inverted File with Flat Compression
(IVFFlat) algorithm. Configure the instance class to scale to a larger size when the load increases.
B. Launch an Amazon DocumentDB cluster that has an IVFFlat index and a high probe value. Configure connections to the
cluster as a replica set. Distribute reads to replica instances.
C. Launch an Amazon MemoryDB cluster and configure the index by using the Flat algorithm. Configure a horizontal scaling
policy based on performance metrics.
D. Launch an Amazon MemoryDB cluster and configure the index by using the Hierarchical Navigable Small World (HNSW)
algorithm. Configure a vertical scaling policy based on performance metrics.

Answer: D

Explanation:
Option B is the optimal solution because it maximizes similarity search accuracy and performance for a small, proprietary dataset
while maintaining low operational complexity. Amazon MemoryDB is a fully managed, in- memory database that provides
microsecond-level latency, making it ideal for real-time RAG workloads that require fast vector similarity searches.
For small datasets with low index counts, the Hierarchical Navigable Small World (HNSW) algorithm is recommended by AWS for
its high recall and accuracy. Unlike approximate methods optimized for massive datasets, HNSW excels at returning the most
semantically relevant vectors with minimal loss of precision, which directly improves the quality of responses generated by the
Amazon Bedrock foundation model.
Vertical scaling in MemoryDB is sufficient for this use case because the dataset size is limited. Scaling up instance size provides
increased memory and compute capacity without the complexity of managing distributed indexes or sharding strategies. This
simplifies operations while maintaining predictable performance.
Option A's Flat algorithm is computationally expensive and inefficient at scale, even for moderate query volumes. Option C
introduces higher latency and operational overhead by using a relational database not optimized for in-memory vector search. Option
D is unsuitable because Amazon DocumentDB is not designed for high-performance vector similarity workloads and introduces
unnecessary replica management complexity.
Therefore, Option B best meets the requirements for accuracy, performance, and efficient integration with an Amazon Bedrock-
based RAG application.

NEW QUESTION # 82 
A financial services company uses multiple foundation models (FMs) through Amazon Bedrock for its generative AI (GenAI)
applications. To comply with a new regulation for GenAI use with sensitive financial data, the company needs a token management
solution.
The token management solution must proactively alert when applications approach model-specific token limits. The solution must
also process more than 5,000 requests each minute and maintain token usage metrics to allocate costs across business units.
Which solution will meet these requirements?

A. Develop model-specific tokenizers in an AWS Lambda function. Configure the Lambda function to estimate token usage
before sending requests to Amazon Bedrock. Configure the Lambda function to publish metrics to Amazon CloudWatch and
trigger alarms when requests approach thresholds. Store detailed token usage in Amazon DynamoDB to report costs.
B. Implement Amazon Bedrock Guardrails with token quota policies. Capture metrics on rejected requests.Configure
Amazon EventBridge rules to trigger notifications based on Amazon Bedrock Guardrails metrics. Use Amazon CloudWatch
dashboards to visualize token usage trends across models.
C. Use Amazon API Gateway to create a proxy for all Amazon Bedrock API calls. Configure request throttling based on
custom usage plans with predefined token quotas. Configure API Gateway to reject requests that will exceed token limits.
D. Deploy an Amazon SQS dead-letter queue for failed requests. Configure an AWS Lambda function to analyze token-
related failures. Use Amazon CloudWatch Logs Insights to generate reports on token usage patterns based on error logs from
Amazon Bedrock API responses.

Answer: A

NEW QUESTION # 83 
An ecommerce company is building an internal platform to develop generative AI applications by using Amazon Bedrock foundation
models (FMs). Developers need to select models based on evaluations that are aligned to ecommerce use cases. The platform must
display accuracy metrics for text generation and summarization in dashboards. The company has custom ecommerce datasets to use



as standardized evaluation inputs.
Which combination of steps will meet these requirements with the LEAST operational overhead? (Select TWO.)

A. Run an Amazon SageMaker AI notebook job on a schedule by using the fmvelos or ragas framework to run evaluations
that use the datasets in the S3 bucket. Write Python code in the notebook that makes direct InvokeModel API calls to the
FMs and processes their responses for evaluation. Publish job status and results to Amazon CloudWatch Logs to measure
the real world knowledge (RWK) score for text generation and toxicity for summarization as metrics for accuracy. Create a
custom CloudWatch Logs Insights dashboard.
B. Import the datasets to an Amazon S3 bucket. Provide appropriate IAM permissions and cross-origin resource sharing
(CORS) permissions to give the evaluation jobs access to the datasets.
C. Use Amazon SageMaker Clarify on a schedule to create model evaluation jobs. Use open source frameworks to create
and run standardized evaluations. Publish results to Amazon CloudWatch namespaces. Use an AWS Lambda function to
check the status of the jobs and publish custom logs to Amazon CloudWatch. Create a custom Amazon CloudWatch Logs
Insights dashboard.
D. Import the datasets to an Amazon S3 bucket. Provide appropriate IAM permissions and a VPC endpoint configuration to
give the evaluation jobs access to the datasets.
E. Configure an AWS Lambda function to create model evaluation jobs on a schedule in the Amazon Bedrock console.
Provide the URI of the S3 bucket that contains the datasets as an input. Configure the evaluation jobs to measure the real
world knowledge (RWK) score for text generation and BERTScore for summarization. Configure a second Lambda function
to check the status of the jobs and publish custom logs to Amazon CloudWatch. Create a custom Amazon CloudWatch Logs
Insights dashboard.

Answer: D,E

Explanation:
The least operational overhead approach is to use managed Amazon Bedrock model evaluation workflows with datasets stored in
Amazon S3, and then publish results into Amazon CloudWatch for dashboards. That is exactly what options B and C combine.
Step B correctly places standardized evaluation inputs in Amazon S3 and focuses on granting the evaluation workflow the right
permissions to read those datasets. In practice, the key requirement is controlled access to the S3 objects used as evaluation
datasets. Establishing IAM permissions and private access patterns (such as using VPC connectivity patterns where applicable to the
organization's networking posture) is aligned with enterprise requirements and avoids building custom storage or data distribution
systems for evaluators.
Step C then operationalizes the evaluation lifecycle with minimal infrastructure: a scheduled AWS Lambda function starts evaluation
jobs using the S3 dataset location, and a second Lambda function checks job status and pushes results and operational signals to
CloudWatch. This meets the platform requirement to surface accuracy metrics in dashboards because CloudWatch metrics/logs can
be visualized in dashboards and queried through CloudWatch Logs Insights. It also supports continuous, standardized comparisons
across models without requiring developers to run ad-hoc experiments.
The alternatives introduce more operational burden. D and E rely on Amazon SageMaker-based tooling, notebook jobs, and open
source evaluation frameworks, which require more environment management, dependency control, scaling considerations, and
maintenance over time. A includes CORS, which is primarily a browser-access concern and does not address how Bedrock-
managed evaluation jobs securely access S3 in the typical service-to-service pattern.
Therefore, B + C achieves standardized model evaluation, automated scheduling, and dashboard-ready observability with the
smallest operations footprint.

NEW QUESTION # 84 
A company is developing a generative AI (GenAI) application that uses Amazon Bedrock foundation models.
The application has several custom tool integrations. The application has experienced unexpected token consumption surges despite
consistent user traffic.
The company needs a solution that uses Amazon Bedrock model invocation logging to monitor InputTokenCount and
OutputTokenCount metrics. The solution must detect unusual patterns in tool usage and identify which specific tool integrations
cause abnormal token consumption. The solution must also automatically adjust thresholds as traffic patterns change.
Which solution will meet these requirements?

A. Store model invocation logs in Amazon S3. Use AWS Glue and Amazon Athena to analyze token usage trends.
B. Store model invocation logs in an Amazon S3 bucket. Use AWS Lambda to process logs in real time.Manually update
CloudWatch alarm thresholds based on trends identified by the Lambda function.
C. Use Amazon CloudWatch Logs to capture model invocation logs. Create CloudWatch metric filters to extract tool-
specific invocation patterns. Apply CloudWatch anomaly detection alarms that automatically adjust baselines for each tool's
token metrics.
D. Use Amazon CloudWatch Logs to capture model invocation logs. Create CloudWatch dashboards for token metrics.



Configure static CloudWatch alarms with fixed thresholds for each tool integration.

Answer: C

Explanation:
Option C best meets the requirements by combining native Amazon Bedrock logging with adaptive monitoring and minimal
operational overhead. Amazon Bedrock model invocation logging can be sent directly to CloudWatch Logs, where detailed fields
such as InputTokenCount, OutputTokenCount, and tool invocation metadata are captured for each request.
CloudWatch metric filters allow extraction of structured metrics from logs, including tool-specific token consumption patterns. By
defining filters per tool integration, the company can isolate which tools are responsible for increased token usage without building
custom log-processing pipelines.
CloudWatch anomaly detection provides automatic baseline modeling and dynamic thresholds based on historical traffic patterns.
Unlike static alarms, anomaly detection adapts as usage evolves, making it ideal for applications with changing workloads or
seasonal usage patterns. This directly satisfies the requirement to automatically adjust thresholds as traffic patterns change.
When abnormal token consumption occurs, anomaly detection alarms trigger immediately, enabling rapid investigation and
remediation. Because this solution uses fully managed AWS services without custom analytics jobs or manual threshold tuning, it
significantly reduces operational effort.
Option A fails to adapt to changing patterns. Option B introduces batch analysis and delayed insights. Option D requires manual
intervention and custom code, increasing maintenance burden.
Therefore, Option C provides the most scalable, adaptive, and low-maintenance solution for monitoring and controlling token
consumption in Amazon Bedrock-based applications.

NEW QUESTION # 85
......
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