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¢ Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
EN 8| assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including

risk treatment plans and vendor oversight.

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
FrRE2 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects

and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and
FE3 trust concerns, data management controls, monitoring mechanisis, and security control implementation
tailored to Al systems.
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i RE #128
Which of the following strategies is the MOST effective way to protect against Al data poisoning?

A. Increasing model conplexity to better handle data variations
B. Ensuring the model is trained on diverse data sources

C. Incorporating more features and data into model training

D. Using robust data validation techniques and anomaly detection
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AAISM directs organizations to prevent training-time attacks by hard-gating data ingestion with provenance checks, schema and
label validation, sanitization, and anomaly/outlier detection prior to model training. These controls most directly block poisoned
records from entering the pipeline and are prioritized over architectural complexity or sheer data volume. Diversity of sources can
improve representativeness but does not reliably stop adversarial contamination.

References: Al Security Management (AAISM) Body of Knowledge - Adversarial ML: Training-Time Threats; Secure Data
Ingestion & Validation Controls; Al Risk Treatment and Assurance. AAISM Study Guide - Poisoning Prevention Gates;
Provenance, Quality, and Anomaly Screening in ML Pipelines.

P RE #129
When evaluating a third-party Al service provider, which of the following master services agreement provisions is MOST critical for
managing security risk?

A. Sharing real-time log information

B. Restricting query volume thresholds

C. Guaranteeing unlimited model retraining requests

D. Prohibiting the use of customer data for model training
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The most material contractual control for reducing security and privacy risk in outsourced Al services is a data-use restriction that
prohibits the provider from using customer data for model training (and from derivative model improvements) unless explicitly
authorized. This prevents unintended secondary processing, model inversion exposure of proprietary data, unauthorized profiling,
and downstream data proliferation across multi-tenant systems. AAISM positions third-party risk controls to prioritize data
minimization, purpose limitation, confidentiality, and downstream controls; among common MSA provisions, data-use limitations
directly constrain the provider's technical and organizational handling of sensitive inputs, making it the highest-impact risk-reducing
clause. Query throttling (B) and logging (C) are useful operational controls but are secondary to legalprocessing authority. Unlimited
retraining (D) increases attack surface and cost without addressing the core risk of misuse of customer data.

References: Al Security Management (AAISM) Body of Knowledge - Third-Party & Supply-Chain Governance; Contractual
Controls for Al Services; Data Minimization and Purpose Limitation. AAISM Study Guide - Procurement & MSA/DPA Clauses
for AL Provider Model Training and Data-Use Restrictions; Privacy & Confidentiality Safeguards in Outsourced Al.

R #130
A large language model (LLM) has been manipulated to provide advice that serves an attacker's objectives.

Which of the following attack types does this situation represent?

e A. Model inversion
e B. Privilege escalation
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o (. Evasion attack
¢ D. Data poisoning
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AAISM categorizes the manipulation of an LLM at inference time, where crafted inputs cause outputs to serve attacker objectives,
as an evasion attack. Evasion attacks exploit weaknesses in the model's decision- making boundaries by altering queries to produce
compromised or misleading outputs. Privilege escalation refers to unauthorized access rights, data poisoning targets the training
phase, and model inversion reconstructs training data. In this case, manipulation of outputs to align with an attacker's goals reflects an
evasion attack.

References:

AAISM Exam Content Outline - Al Risk Management (Adversarial Attack Types) Al Security Management Study Guide - Evasion
and Manipulation Risks

F R #131
An organization plans to apply an Al system to its business, but developers find it difficult to predict systemresults due to lack of

visibility to the inner workings of the Al model. Which of the following is the GREATEST challenge associated with this situation?

A. Gaining the trust of end users through explainability and transparency

B. Continuing operations to meet expected Al security requirements

C. Assigning a risk owner who is responsible for system uptime and performance
D. Determining average turnaround time for Al transaction completion

ER: A
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AAISM materials identify explainability and transparency as the greatest challenge when models operate as

"black boxes" where inner logic is opaque. Inability to interpret how results are produced undermines the trust of business users,
customers, regulators, and auditors. Explamnability is emphasized as a critical governance requirement, because without it, ethical
validation, accountability, and regulatory compliance are at risk.

Assigning risk owners or measuring transaction times are operational concerns, but they do not address the core trust deficit caused
by lack of visibility. The greatest challenge in this situation is therefore the loss of end-user trust due to insufficient explanability.
References:

AAISM Study Guide - Al Governance and Program Management (Transparency and Explainability) ISACA Al Security
Management - Ethical and Trust Considerations

R #132
What is the PRIMARY purpose of a dedicated Al management system policy?

A. Minimizing environimental impact
B. Providing a framework to set Al objectives

C. Complying with external regulations
D. Optimizing Al model accuracy
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AAISM states that an Al management system policy provides organizational structure by:

* defining Al objectives

* aligning governance

* outlining accountability

* defining roles, responsibilities, and guiding principles

Regulatory conmpliance (C) is a part of governance but not the overall purpose. Accuracy (B) and environmental impact (A) are
narrower focus areas.

References: AAISM Study Guide - Al Management System Policies; Governance Framework Requirements.
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