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NEW QUESTION # 22

You are tasked with deploying a load balancer in Google Cloud that does not terminate sessions arriving firom outside the VPC and
that forwards traffic to the organization's internal web servers.

Which load balancer type should you deploy?

A. External application load balancer
B. Proxy network load balancer

C. External passthrough load balancer
D. Internal passthrough load balancer
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Answer: C

Explanation:
An external passthrough load balancer forwards traffic without terminating sessions, preserving the original client connection, which is
ideal for forwarding traffic directly to internal web servers.

NEW QUESTION # 23
An administrator is tasked to deploy two FortiGate devices in two different zoned to achieve geographical redundancy.
Which two architectural considerations must the administrator address? (Choose two.)

A. The FortiGate devices must not be deployed in the same VPC.

B. The FortiGate devices can be deployed in the same subnet.

C. The FortiGate devices cannot be assigned the second [P address in the subnets that they are deployed in.
D. The FortiGate devices must be deployed in two different regions.

Answer: C,D

Explanation:
Deploying FortiGate devices in different regions ensures geographic redundancy.
The second IP address in a subnet is reserved for the default gateway in Google Cloud, so FortiGate devices canmot use that IP.

NEW QUESTION # 24

Google Cloud network services offer vast functionality and inter-connectivity between the cloud and on- premises networks.

Which three additional finctions does FortiGate offer when deployed in Google Cloud to complement the native services offered by
Google Cloud? (Choose three.)

A. SSL inspection

B. Secure SD-WAN with application visibility
C. Web filtering

D. SSL VPN

E. OSPF over [PSec

Answer: A,B,D

Explanation:

FortiGate provides SSL. VPN capabilities for secure remote access.

It offers SSL inspection to decrypt and inspect encrypted traffic for threats.

FortiGate supports Secure SD-WAN with deep application visibility and control, enhancing network performance and security
beyond native Google Cloud services.

NEW QUESTION # 25
Refer to the exhibit.
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An administrator is troubleshooting network connectivity issues between two VMs deployed in Google Cloud.

One VM is a FortiGate located in the subnet "wan' that is part of the VPC "e-commerce". The other VM is a Windows server
located in subnet "servers", which is also i the "e-commerce" VPC.

‘What are two reasons you cannot pint the Windows server from FortiGate? (Choose two.)

A. The Windows firewall is blocking the traffic.

B. The default Google Cloud firewall policy does not allow this traffic.

C. ICMP traffic is blocked between Google Cloud subnets by default.

D. Add a Google Cloud firewall rule to allow ICMP traffic inbound to the Windows firewall VM.

Answer: AD

Explanation:

Google Cloud firewall rules are stateful and, by default, do not allow ICMP traffic; you must explicitly allow [CMP inbound traffic to
the Windows VM.

The Windows VM's own firewall might block ICMP traffic, preventing ping responses.

NEW QUESTION # 26

Your organization has deployed an active-active high-availability (HA) FortiGate cluster in Google Cloud.
You have noticed a significant increase in asymmetrical traffic flow.

‘Which two actions can you take to mitigate the issue? (Choose two.)

A. Enable source NAT for ingress traffic.

B. Enable destination NAT for ingress traffic.

C. Enable symmetric hashing on the external load balancer.

D. Enable the layer 3 unified threat management (UTM) scanning feature if the FortiGate devices are on ForiOS 6.4 or later.

Answer: A,C

Explanation:
Enabling source NAT ensures consistent source IPs, promoting symmetric traffic flow.
Symmetric hashing on the load balancer helps distribute traffic flows evenly and consistently across cluster members, reducing

asymimetric routing,

NEW QUESTION # 27
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