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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) Sample
Questions (Q41-Q46):

NEW QUESTION # 41

Stanley works as an mcident responder at a top MNC based in Singapore. He was asked to mvestigate a cybersecurity incident that
recently occurred in the company. While nvestigating the incident, he collected evidence from the victim systems. He must present
this evidence in a clear and comprehensible manner to the members of a jury so that the evidence clarifies the facts and further helps
in obtaining an expert opinion on the incident to confirm the investigation process. In the above scenario, which of the following
characteristics of the digital evidence did Stanley attempt to preserve?

A. Authenticity
B. Admissibility
C. Completeness
D. Believability

Answer: B

Explanation:


https://drive.google.com/open?id=1-6L4siJujgrSl6mUFQhSDy3hA12uADEa
https://www.prep4sures.top/212-89-exam-dumps-torrent.html
https://www.practicevce.com/EC-COUNCIL/212-89-practice-exam-dumps.html
https://www.test4sure.com/212-89-pass4sure-vce.html
https://www.examcollectionpass.com/EC-COUNCIL/212-89-latest-exam-dumps.html

In the scenario described, Stanley's effort to present evidence in a clear and comprehensible manner to the members of a jury, with
the mtention of clarifying facts and aiding in obtaining expert opinion, aligns with the characteristic of admissibility. The admissibility of
digital evidence pertains to its acceptability in a court of law, which hinges on the evidence being collected, handled, and presented in
a manner that conplies with legal standards and procedures. This includes ensuring the evidence is relevant, reliable, and not overly
prejudicial. By preparing to present the evidence in a way that the jury can understand and use to confirm the investigation process,
Stanley is focusing on ensuring that the evidence meets the criteria for admissibility in the legal proceedings. Completeness,
believability, and authenticity are also important characteristics of digital evidence, but the context provided indicates that Stanley's
primary focus is on meeting the legal requirements for the evidence to be considered valid in court.

References:The Incident Handler (ECIH v3) certification materials cover the legal aspects of incident response, including the
importance of ensuring the admissibility of evidence in legal proceedings as a findamental objective of the evidence collection and
presentation process.

NEW QUESTION # 42
BadGuy Bob hid files in the slack space, changed the file headers, hid suspicious files in executables, and changed the metadata for
all types of files on his hacker laptop. What has he committed?

A. Felony
B. Adversarial mechanics
C. Anti-forensics

D. Legal hostility

Answer: C

Explanation:

Anti-forensics refers to techniques used to hinder the forensic analysis of a computer system. By hiding files in slack space, changing
file headers, embedding suspicious files in executables, and altering metadata, BadGuy Bob is attempting to make it difficult for
forensic analysts to find, analyze, and attribute the malicious activities and data on his laptop. These actions are designed to conceal
evidence, manipulate digital artifacts, and obstruct investigations, making them clear examples of anti-forensic techniques. While such
actions could be part of broader crimnal activities, constituting a felony, and could be seen as adversarial mechanics or legal hostility
in specific contexts, the most accurate classification of these techniques is anti- forensics.

References:The ECIH v3 certification program includes discussions on forensic analysis and the challenges posed by anti-forensic
techniques, teaching incident handlers how to recognize and counteract attempts to obstruct nvestigations.

NEW QUESTION # 43
ZYX company experienced a DoS/DDoS attack on their network. Upon investigating the incident, they concluded that the attack is
an application-layer attack. Which of the following attacks did the attacker use?

A. Ping of ceath

B. SYN flood attack
C. Slowloris attack
D. UDP flood attack

Answer: C

Explanation:

The Slowloris attack is a type of application-layer attack that targets the web server by establishing and maintaining many
simultaneous HTTP connections to the target server. Unlike traditional network-layer DoS/DDoS attacks such as UDP flood or
SYN flood, Slowloris is designed to hold as many connections to the target web server open for as long as possible. It does so by
sending partial requests, which are never completed, and periodically sending subsequent HTTP headers to keep the connections
open. This consumes the server's resources, leading to denial of service as legitimate users cannot establish connections. The
Slowloris attack is effective even against servers with a high bandwidth because it targets the server's connection pool, not its
network bandwidth.References:Incident Handler (ECIH v3) courses and study guides particularly emphasize understanding different
types of attacks, including application-layer attacks like Slowloris, as part of the incident handling and response process.

NEW QUESTION # 44
Clark is investigating a cybercrime at TechSoft Solutions. While investigating the case, he needs to collect volatile information such as
running services, their process IDs, startmode, state, and status.



Which of the following commands will help Clark to collect such information from running services?

A. Opentiles
B. net file

C. netstat -ab
D. wmic

Answer: A

Explanation:

WMIC (Windows Management Instrumentation Command-line) is a command-line tool that provides a unified interface for
Windows management tasks, including the collection of system information. It allows administrators and forensic investigators to
query the live system for information about running services, their process IDs, start modes, states, and statuses, among other data.
The use of WMIC is particularly valuable in incident response scenarios for gathering volatile information froma system without
having to install additional software, which might alter the state of the system being investigated. By executing specific WMIC
commands, Clark can extract detailed information about the services running on a system at the time of the investigation, making it an
essential tool for collecting volatile data in a forensically sound manner.

References:The ECIH v3 courses and study guides emphasize the importance of collecting volatile data during incident response and
digital forensics investigations. They specifically highlight the use of built-in Windows tools like WMIC for gathering essential system
information without compromising the integrity of the evidence.

NEW QUESTION # 45

An organization named Sam Morison Inc. decided to use cloud-based services to reduce the cost of maintenance. The organization
identified various risks and threats associated with cloud service adoption and migrating business-critical data to thirdparty systens.
Hence, the organization decided to deploy cloud-based security tools to prevent upcoming threats.

Which of the following tools help the organization to secure the cloud resources and services?

A. Nmap

B. Burp Suite
C. Alert Logic
D. Wireshark

Answer: C

NEW QUESTION # 46
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