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HA #94
The SOC manager has a desire to measure mean time to acknowledge findings (notable events) in order to meet a desired service

level objective. Which two fields can be used to measure this metric?

A. Status, Owner
B. User, Status

C. Severity, Owner
D. Urgency, Status

EfE: A

AR -

Mean Tire to Acknowledge (MTTA) can be measured using the Status and Owner fields. Status indicates when a notable event
moves from a new or unacknowledged state, and Owner identifies which analyst acknowledged the event, allowing calculation of the
time taken to respond.
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HH #95
In order to performa complete data assessment, an engineer's role within Splunk must have which of the following?

e A. Access to applicable indexes.

¢ B. The capability to edit macros.

e C. Access to Knowledge Objects.

¢ D. The capability to create Correlation Searches.

Ef#: A

TR
To performa complete data assessment in Sphunk, an engineer must have access to applicable indexes. Without index access, the
engineer cannot review ingested data, validate mappings, or evaluate coverage for detections and reporting,

M #96
A security analyst wants to validate whether a newly deployed SOAR playbook is performing as expected.
Whatsteps should they take?

A. Automate all tasks within the playbook immediately

B. Compare the playbook to existing incident response workflows
C. Monitor the playbook's actions in real-time environments

D. Test the playbook using simulated incidents

Ef#: D

fEEL:

A SOAR (Security Orchestration, Automation, and Response) playbook is a set of automated actions designed to respond to
security incidents. Before deploying it in a live environment, a security analyst must ensure that it operates correctly, minimizes false
positives, and doesn't disrupt business operations.

#Key Reasons for Using Simulated Incidents:

Ensures that the playbook executes correctly and follows the expected workflow.

Identifies false positives or incorrect actions before deployment.

Tests integrations with other security tools (SIEM, firewalls, endpoint security).

Provides a controlled testing environment without affecting production.

How to Test a Playbook in Splunk SOAR?

1##Use the "Test Connectivity" Feature - Ensures that APIs and integrations work. 2##Simulate an Incident - Manually trigger an
alert similar to a real attack (e.g., phishing email or failed admin login). 3##Review the Execution Path - Check each step in the
playbook debugger to verify correct actions.4##Analyze Logs & Alerts - Validate that Splunk ES logs, security alerts, and
remediation steps are correct. 5##Fne-tune Based on Results - Modify the playbook logic to reduce unnecessary alerts or excessive
automation.

Why Not the Other Options?

#B. Monitor the playbook's actions in real-time environments - Risky without prior validation. Itcan cause disruptions if the
playbook misfires.#C. Automate all tasks immediately - Not best practice. Gradual deployment ensures better security control and
monitoring#D. Compare with existing workflows - Good practice, but it does not validate the playbook's real execution.
References & Learning Resources

#Splunk SOAR Documentation: https:/docs.splunk.conyDocumentatio/'SOAR#Testing Playbooks in Splunk SOAR:
https//www.sphunk.conven_us/products/soar. htm#SOAR Playbook Debugging Best Practices:

https/splunkbase.splunk.com

B #97
What are the main steps of the Splunk data pipeline?(Choosethree)

A. Visualization
B. Input phase
C. Alerting

D. Indexing

E. Parsing



IEf#: B. D. E

R :

The Splunk Data Pipeline consists of multiple stages that process incoming data from ingestion to visualization.
Main Steps of the Splunk Data Pipeline:

Input Phase (C)

Splunk collects raw data from logs, applications, network traffic, and endpoints.

Supports various data sources like syslog, APIs, cloud services, and agents (e.g., Universal Forwarders).
Parsing (D)

Splunk breaks incoming data into events and extracts metadata fields.

Removes duplicates, formats timestamps, and applies transformations.

Indexing (A)

Stores parsed events into indexes for efficient searching.

Supports data retention policies, compression, and search optimization.

HM #98
‘Which Enterprise Security components provide enrichment to the Risk Framework?

e A Assets & Identities Framework, Risk Factoring, Annotations
¢ B. Risk Object, Threat Intelligence, Data models

¢ C. Risk Object, Notable Framework, Data Models

e D. Assets & Identities Framework, Threat Intelligence, Notes

Ef: A

fEEL:

The Risk Framework in Enterprise Security is enriched by the Assets & Identities Framework (providing contextual information
about users and systens), Risk Factoring (applying multipliers to adjust risk scoring), and Annotations (such as MITRE ATT&CK
mappings). These components work together to provide meaningful, prioritized risk findings.
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