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EC-COUNCIL EC-Council Certified CISO (CCISO) Sample Questions
(Q136-Q141):
NEW QUESTION # 136 
Which type of physical security control scan a person's external features through a digital video camera before granting access to a
restricted area?

A. Signature kinetics scan
B. Iris scan
C. Facial recognition scan
D. Retinal scan

Answer: C

NEW QUESTION # 137 
The Information Security Management program MUST protect:

A. critical business processes and /or revenue streams
B. against distributed denial of service attacks
C. intellectual property released into the public domain
D. all organizational assets

Answer: A

Explanation:
Focus of Information Security Management Programs:
The primary goal is to protect critical business processes and revenue streams by ensuring the confidentiality, integrity, and
availability of information assets.
Why This is Correct:
* Business processes and revenue are at the heart of organizational operations.
* The security management program prioritizes assets that directly impact these areas.
Why Other Options Are Incorrect:
* A. All organizational assets: Impractical and not prioritized equally.
* C. Intellectual property released into the public domain: Less critical once public.
* D. Against DDoS attacks: Part of the scope but not the main focus.
References:
EC-Council emphasizes that protecting critical business operations is the cornerstone of an effective Information Security
Management program.

NEW QUESTION # 138 
A CISO has implemented a risk management capability within the security portfolio. Which of the following terms best describes this
functionality?

A. Program
B. Portfolio
C. Service
D. Cost center

Answer: A

NEW QUESTION # 139 
The patching and monitoring of systems on a consistent schedule is required by?

A. Audit best practices
B. Risk Management frameworks
C. Industry best practices
D. Local privacy laws



Answer: B

NEW QUESTION # 140 
What is the primary reason for performing vendor management?

A. To document the relationship between the company and the vendor
B. To understand the risk coverage that are being mitigated by the vendor
C. To define the partnership for long-term success
D. To establish a vendor selection process

Answer: B

NEW QUESTION # 141
......
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