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Questions (Q161-Q166):
NEW QUESTION # 161 
Your company operates in a highly regulated domain that requires you to store all organization logs for seven years You want to
minimize logging infrastructure complexity by using managed services You need to avoid any future loss of log capture or stored logs
due to misconfiguration or human error What should you do?

A. Use Cloud Logging to configure an aggregated sink at the organization level to export all logs into Cloud Storage with a
seven-year retention policy and Bucket Lock
B. Use Cloud Logging to configure an export sink at each project level to export all logs into a BigQuery dataset
C. Use Cloud Logging to configure an export sink at each project level to export all logs into Cloud Storage with a seven-
year retention policy and Bucket Lock
D. Use Cloud Logging to configure an aggregated sink at the organization level to export all logs into a BigQuery dataset

Answer: A

Explanation:
Explanation
The best option for storing all organization logs for seven years and avoiding any future loss of log capture or stored logs due to
misconfiguration or human error is to use Cloud Logging to configure an aggregated sink at the organization level to export all logs
into Cloud Storage with a seven-year retention policy and Bucket Lock. Cloud Logging is a service that allows you to collect and
manage logs from your Google Cloud resources and applications. An aggregated sink is a sink that collects logs from multiple
sources, such as projects, folders, or organizations. You can use Cloud Logging to configure an aggregated sink at the organization
level to export all logs into Cloud Storage, which is a service that allows you to store and access data in Google Cloud. A retention
policy is a policy that specifies how long objects in a bucket are retained before they are deleted. Bucket Lock is a feature that
allows you to lock a retention policy on a bucket and prevent it from being reduced or removed. You can use Cloud Storage with a
seven-year retention policy and Bucket Lock to ensure that your logs are stored for seven years and protected from accidental or
malicious deletion.

NEW QUESTION # 162 
You are creating and assigning action items in a postmodern for an outage. The outage is over, but you need to address the root
causes. You want to ensure that your team handles the action items quickly and efficiently.
How should you assign owners and collaborators to action items?

A. Assign one owner for each action item and any necessary collaborators.
B. Assign multiple owners for each item to guarantee that the team addresses items quickly
C. Assign the team lead as the owner for all action items because they are in charge of the SRE team.
D. Assign collaborators but no individual owners to the items to keep the postmortem blameless.

Answer: A

Explanation:
https://devops.com/when-it-disaster-strikes-part-3-conducting-a-blameless-post-mortem/

NEW QUESTION # 163 
Your application images are built and pushed to Google Container Registry (GCR). You want to build an automated pipeline that
deploys the application when the image is updated while minimizing the development effort. What should you do?

A. Use Cloud Pub/Sub to trigger a custom deployment service running in Google Kubernetes Engine (GKE).
B. Use Cloud Build to trigger a Spinnaker pipeline.
C. Use Cloud Pub/Sub to bigger a Spinnaker pipeline.
D. Use a custom builder in Cloud Build to trigger Jenkins pipeline.

Answer: A

NEW QUESTION # 164 
You encounter a large number of outages in the production systems you support. You receive alerts for all the outages that wake



you up at night. The alerts are due to unhealthy systems that are automatically restarted within a minute. You want to set up a
process that would prevent staff burnout while following Site Reliability Engineering practices. What should you do?

A. Create an incident report for each of the alerts.
B. Eliminate unactionable alerts.
C. Distribute the alerts to engineers in different time zones.
D. Redefine the related Service Level Objective so that the error budget is not exhausted.

Answer: B

Explanation:
Explanation
Eliminate bad monitoring : Unactionable alerts (i.e., spam)
https://cloud.google.com/blog/products/management-tools/meeting-reliability-challenges-with-sre-principles agree with kyubiblaze
about having to remove unactionable items aka spam: "good monitoring alerts on actionable problems" @
https://cloud.google.com/blog/products/management-tools/meeting-reliability-challenges-with-sre-principles

NEW QUESTION # 165 
You are designing a system with three different environments: development, quality assurance (QA), and production. Each
environment will be deployed with Terraform and has a Google Kubernetes Engine Enterprise (GKE Enterprise) cluster created so
that application teams can deploy their applications. Config Sync will be used and templated to deploy infrastructure-level resources
in each GKE Enterprise cluster. All users (for example, infrastructure operators and application owners) will use GitOps. How
should you structure your source control repositories for both infrastructure as code (IaC) and application code?

A. Cloud Infrastructure (Terraform) repository is shared: different branches are different environments GKE Enterprise
Infrastructure (Config Sync Kustomize manifests) repository is shared: different overlay directories are different environments
Application (app source code) repository is shared: different directories are different features
B. Cloud Infrastructure (Terraform) repository is shared: different directories are different environments GKE Enterprise
Infrastructure (Config Sync Kustomize manifests) repositories are separated: different branches are different environments
Application (app source code) repositories are separated: different branches are different features
C. Cloud Infrastructure (Terraform) repositories are separated: different branches are different environments GKE Enterprise
Infrastructure (Config Sync Kustomize manifests) repositories are separated: different overlay directories are different
environments Application (app source code) repositories are separated: different branches are different features
D. Cloud Infrastructure (Terraform) repository is shared: different directories are different environments GKE Enterprise
Infrastructure (Config Sync Kustomize manifests) repository is shared: different overlay directories are different environments
Application (app source code) repositories are separated: different branches are different features

Answer: D

Explanation:
Comprehensive and Detailed Explanation:
To follow GitOps best practices and Google Cloud's recommended repository structure for Terraform (IaC), Config Sync, and
application code, we should use a shared repository for Terraform and Config Sync while keeping application repositories separate.
Cloud Infrastructure (Terraform) repository is shared # This allows infrastructure teams to manage all environments in a single
repository with different directories per environment (dev, QA, production). This is the standard approach to structuring Terraform
repositories.
GKE Enterprise Infrastructure (Config Sync) repository is shared # Using Kustomize overlays per environment (instead of separate
repositories) aligns with Config Sync's best practices and makes managing configurations easier.
Application repositories are separated, using different branches for features # This allows application teams to follow the Git
branching model (feature branches, main branch, release branches, etc.) without affecting infrastructure.
#Official Reference:
Config Sync Best Practices
Terraform Structure Best Practices
GitOps Best Practices
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