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FEY 7 Hh R
e Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
FEw 21 mvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,

and analyzing reports for user traffic and security issues to enhance overall security posture.

¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
. solutions. It includes implementing various user onboarding methods, configuring administration settings,

FEY 72 . . . )

and applying security posture checks and compliance rules to ensure a secure environment.
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o SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
bEY 73 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
ey 74 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

Fortinet FCSS - FortiSASE 24 Administrator 38 & FCSS_SASE_AD-24 it 5%
78 (Q19-Q24):

R #19
During FortiSASE provisioning, how many security points of presence (POPs) need to be configured by the FortiSASE
administrator?

A0
B. 1
C.2
D.3

IEf#: B

HR #20
What is the primary purpose of analyzing FortiSASE logs in identifying potential security threats?
Response:

A. To detect unusual patterns indicating potential security breaches
B. To assess the performance of hardware devices

C. To determine the efficiency of network routers

D. To check the stability of the internet connection

EfE: A

HME #21

A FortiSASE administrator is configuring a Secure Private Access (SPA) solution to share endpoint information with a corporate
FortiGate.

Which three configuration actions will achieve this solution? (Choose three.)

A. Authorize the corporate FortiGate on FortiSASE as a ZTNA access proxy.

B. Add the FortiGate IP address in the secure private access configuration on FortiSASE.

C. Register FortiGate and FortiSASE under the same FortiCloud account.

D. Apply the FortiSASE zero trust network access (ZTNA) license on the corporate FortiGate.
E. Use the FortiClient EMS cloud connector on the corporate FortiGate to connect to FortiSASE

Ef#: A. C. E
e

Reference:
FortiOS 7.2 Administration Guide: Provides details on configuring Secure Private Access and integrating with FortiGate.
FortiSASE 23.2 Documentation: Explains how to set up and manage connections between FortiSASE and corporate FortiGate.

ER #22
Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE?



A. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.
B. It requires a separate DEM agent to be downloaded from the FortiSASE portal and installed on the endpoint.
C. It can be used to request a detailed analysis of the endpoint from the FortiGuard team.

D. It can help IT and security teams ensure consistent security monitoring for remote users.

EfE: A

R

TheDigital Experience Monitor (DEM)feature in FortiSASE is designed to provideend-to-end network visibilityby monitoring the
performance and health of connections between FortiSASE security Points of Presence (PoPs) and specific SaaS applications. This
ensures that administrators can identify and troubleshoot issues related to latency, jitter, packet loss, and other network performance
metrics that could impact user experience when accessing cloud-based services.

Here's why the other options are incorrect:

* B. It can be used to request a detailed analysis of the endpoint from the FortiGuard team'This is incorrect because DEM focuses
on network performance monitoring, not endpoint analysis. Endpoint analysis would typically involve tools like FortiClient or
FortiEDR, not DEM.

* C. It requires a separate DEM agent to be downloaded from the FortiSASE portal and installed on the endpoint:This is incorrect
because DEM operates at the network level and does not require an additional agent to be installed on endpoints.

* D. It can help IT and security teams ensure consistent security monitoring for remote users:While DEM indirectly supports security
by ensuring optimal network performance, its primary purpose is to monitor and improve the digital experience rather than enforce
security policies.

References:

Fortinet FCSS FortiSASE Documentation - Digital Experience Monitoring Overview FortiSASE Administration Guide -

Configuring DEM

B #23
Which two advantages does FortiSASE bring to businesses with multiple branch offices? (Choose two.)

e A It offers centralized management for simplified administration.

¢ B. It elimnates the need to have an on-premises firewall for each branch.
e (. It enables seamless integration with third-party firewalls.

e D. it offers customizable dashboard views for each branch location

IEf#: A. B

fi .-

FortiSASE brings the following advantages to businesses with multiple branch offices:

Centralized Management for Simplified Administration:

FortiSASE provides a centralized management platform that allows administrators to manage security policies, configurations, and
monitoring from a single interface.

This simplifies the administration and reduces the complexity of managing multiple branch offices.

Eliminates the Need for On-Premises Firewalls:

FortiSASE enables secure access to the internet and cloud applications without requiring dedicated on-premises firewalls at each
branch office.

This reduces hardware costs and simplifies network architecture, as security finctions are handled by the cloud-based FortiSASE
solution.

Reference:

FortiOS 7.2 Administration Guide: Provides information on the benefits of centralized management and cloud-based security
solutions.

FortiSASE 23.2 Documentation: Explains the advantages of using FortiSASE for businesses with multiple branch offices, including
reduced need for on-premises firewalls.
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