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A2 #282
Which resilience tool helps distribute network or application traffic across muiltiple servers to ensure reliability and availability?

A. Redundancy
B. Auto-scaling
C. Load balancing
D. Failover

4
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m

: C

MY

Load balancing is a key resilience strategy in both traditional and cloud environments. It evenly distributes network or application
traffic across muiltiple servers to ensure no single server becomes a point of failure or overloaded, thereby improving system
availability, performance, and fault tolerance.

In cloud infrastructure, load balancers may work at various OSI layers (Layer 4 or Layer 7) and are often integrated into cloud
platforms as managed services (e.g., AWS Elastic Load Balancer or Azure Load Balancer). They play a critical role in mitigating
risks like traffic spikes, system failure, or regional outages.

This technique is described in Domain 7: Infrastructure Security of the CCSK guidance, which highlights tools like load balancing,
redundant systens, and failover mechanisis to support cloud resilience and availability.

Reference:

CSA Security Guidance v4.0 - Domain 7: Infrastructure Security

AE #283
Which of'the following is correct about Due Care & Due Diligence?

¢ A. None of the above definitions are correct.

¢ B. Due diligence is the act of investigating and understanding the risks a company faces whereas Due care is the development
and implementation of policies and procedures to aid in protecting the company. its assets and its people from threats.

¢ C. Due care is technical control whereas Due Deligence is physical control.

¢ D. Due care is the act of investigating and understanding the risks a company faces whereas Due Diligence is the development
and implementation of policies and procedures to aid in protecting the company. its assets and its people from threats.

Y. B
MH.
Definitions:

Due diligence is the act of mvestigating and understanding the risks a company faces.
Due care is the development and implementation of policies and procedures to aid in protecting the company, its assets, and its
people from threats

HE #284
ISO 27001 certification can be taken as proofto achieve Third-party assessment level in CSA star program.

o A False
e B. True

HeE: B
3.
The CSA STAR Certification is a rigorous third-party independent assessment of the security of a cloud service provider. The

technology-neutral certification leverages the requirements of the ISO/IEC
270012013 management system standard together with the CSA Cloud Controls Matrix.
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EE #285
Which of the following storages is typically used for swap files and other temporary storage needs and is terminated with its
mstance?

A. Ephemeral Storage
B. Content Deliver

C. Object based Storage
D. Raw Storage

HE: A

Y.
Ephemeral storage: This type of storage is relevant for SaaS instances and exists only as long as its instance is up. It is typically used
for swap files and other temporary storage needs and is terminated with its instance.

EE #286
CCM: In the CCM tool, a is a measure that modifies risk and includes any process, policy, device, practice or any other actions
which modify risk.

e A Domain
¢ B. Risk Impact
¢ C. Control Specification

e C
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