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Broadcom Symantec ZTNA Complete R1 Technical Specialist Sample
Questions (Q106-Q111):
NEW QUESTION # 106 
A security team needs to correlate ZTNA authentication events with endpoint EDR alerts.
Which identifier will best link the two datasets?

A. Device UUID captured by the Symantec Agent
B. TLS session ticket value
C. Internal IP assigned by the Connector
D. User's email address in lower case

Answer: A

Explanation:
Device UUID is common across ZTNA and EDR logs, enabling correlation.

NEW QUESTION # 107 
What distinguishes Symantec ZTNA's Application Segmentation from traditional network segmentation?

A. Decisions are user-, device-, and application-aware, not subnet-centric
B. Segmentation requires static ACLs on internal firewalls
C. Policy enforcement occurs on the client only
D. Segments rely on site-to-site VPN tunnels

Answer: A

Explanation:
ZTNA bases segmentation on identity and context rather than network topology.

NEW QUESTION # 108 
When might you choose to leverage on-prem SIEM instead of cloud SIEM for ZTNA logs?

A. Built-in visualization dashboards
B. Faster deployment time
C. Desire to reduce CapEx
D. Strict data-residency laws preventing log egress

Answer: D

Explanation:
Residency constraints keep logs local; cost and dashboards are secondary.

NEW QUESTION # 109 
Why should Connector host clocks be NTP-synchronized?

A. Allows SIEM to auto-discard duplicates
B. Ensures correct TLS certificate validation and log ordering
C. Improves TCP slow-start algorithms
D. Reduces SAML assertion size
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Answer: B

Explanation:
Accurate time is vital for security events.

NEW QUESTION # 110 
In the Authentication tab, selecting "Force Re-auth after 8 hours" primarily mitigates:

A. DNS cache poisoning
B. Token theft and replay during long sessions
C. Log bloat in SIEM
D. Connector overload from idle sockets

Answer: B

Explanation:
Periodic re-authentication limits token misuse windows.

NEW QUESTION # 111
......
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