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HP Aruba Certified Campus Access Mobility Expert Written Exam 38 X
HPE7-A07 54 B i &8 (Q29-Q34):

HMA #29

A network administrator wants to configure an 802 1X supplicant for a wireless network that includes the following;

1. AES encryption

2. EAP-MSCHAPv2-based user and machine authentication

3. validation of server certificate in Microsoft Windows 10

The network administrator creates a WLAN profile and selects the change connection settings option Then the network
administrator changes the security type to Microsoft Protected EAP (PEAP) and enables user and machine authentication under
Additional Settings.

‘What must the network administrator do next to accomplish the task?

A. Enable user authentication

B. Enable server certificate validation

C. Change default RC4 encryption for AES

D. Change the security type to Microsoft: Smart Card or other certificate.
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‘When configuring an 802.1X supplicant for wireless network access with Microsoft Windows 10, enabling server certificate
validation is a critical step to ensure the security of the authentication process. Server certificate validation helps prevent man-in-the-
middle attacks by ensuring the RADIUS server presenting the certificate is the correct server that the client expects to communicate
with.

H #30
\%lfich option shows the correct Banawidth Control for 1024 kbpsdown and 2048 Kops up for the SSID?
o A
Access rules
Rule Type: Service: BANDWIDTH CONT!AEI’:"
Downstream 1024 Kbps Per User
Ut W . Per User

e B.
e C.
CCes r
Rule Type: Service: BANDWIDTH CONTRACT:
Downstream: 10 Kbps Per User
Upstream 10 Kbps Per:User
b3l

Service: BANDWIDTH CONTRACT:

Downstream: 5 Per User

Upstream Per User

Cancel
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The correct Bandwidth Control settings for 1024 Kbps down and 2048 Kbps up for the SSID are shown in Option D. In Option
D, the downstreamis set at 1024 Kbps and the upstream at 2048 Kbps, both configured per user, which matches the requested
configuration. This setup ensures that each user has a guaranteed bandwidth allocation of the specified rates when connected to the
SSID, providing a controlled and predictable user experience.

HH #31

A manufacturing company depends on FTP, email, and RDP services, which are accessed locally. On Monday moring, RDP
sessions are not responsive when users on the employee WLAN download their email and large files from the FTP server
simultaneously. The network administrator concludes that the mobility gateway's uplinks are congested when that happens.
Which would be the best option the network engineer can propose in the implementation plan to improve RDP responsiveness?

e A. Set the WMM voice DSCP value on the employee WLAN to 56 and enable the RDP application layer gateway



¢ B. Update the employee user role with an ACL on position 3 that puts RDP traffic to a high-priority queue and all other traffic
to a low-priority queue

¢ (. Change the employee WLAN from tunneled to bridged so that the bottleneck in the mobility gateways is removed

¢ D. Update the spanning-tree configuration from enabled to disabled on the gateway's link aggregation to increase the available
bandwidth and avoid congestion

IEf%: B
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Comprehensive and Detailed Explanation (Verified Extract from HPE Aruba Networking Mobility and Switching Documentation) In
Aruba mobility deployments, traffic prioritization and QoS are key to maintaining performance for latency-sensitive applications like
Remote Desktop Protocol (RDP) when the mobility gateway uplinks become congested.

By default, Aruba gateways treat all user traffic equally unless QoS policies are applied. The best way to ensure critical applications
such as RDP are prioritized is by defining Access Control Lists (ACLs) with traffic classification and queue assignments within the
user role.

The command:

user-role Employee

access-control-list position 3 <ACL name>

and corresponding ACL entries can assign RDP (TCP port 3389) to high-priority queues and relegate less time-sensitive traffic (like
FTP or email) to lower-priority queues.

ArubaOS and Gateway Documentation Extract:

"When user roles are configured with ACLs that include QoS queue assignment, the mobility gateway can prioritize latency-sensitive
applications (e.g., RDP, voice, video) by assigning traffic to higher priority queues. This ensures responsiveness during uplink
congestion." Changing the WLAN from tunneled to bridged (Option B) could bypass gateway bottlenecks but would also remove
centralized security and traffic control, which is not a best practice for enterprise-managed WLANS.

Disabling spanning tree (Option D) has no effect on QoS or congestion; it affects loop prevention only.

Setting the WMM voice DSCP value (Option C) would only influence wireless airtime QoS, not gateway uplink queuing,

Option Analysis:

* A. # Correct - ACL-based traffic prioritization in the employee role directly addresses congestion by ensuring RDP traffic is
queued higher.

* B. Incorrect - Changing SSID mode removes central visibility and security.

* C. Incorrect - WMM controls radio-level prioritization, not gateway uplink congestion.

* D. Incorrect - Spanning tree setting is unrelated to uplink queuing or throughput.

# Final Verified answer: A

# Reference Sources (HPE Aruba Official Materials):

* ArubaOS 10 Mobility and Policy Enforcement Guide - User Roles, ACLs, and QoS Prioritization

* Aruba Certified Mobility Professional (ACMP) Study Guide - Traffic Management and Application Prioritization

* Aruba Mobility Gateway Configuration Guide - QoS Queuing and Traffic Classification

E Y #32
Which statement is true given the following CLI output froma CX 63007



tatus codes: s iuhpré;;d; ana‘a'-ped, h history, = valid, > best, = multipath,

i internal, e external S Stale, R Removed, a additional-paths
rigin codes: i = IGP, e = EGP, 7 - incomplete

/PN Route-Type 2 prefix: [2]:[ESI]: [EthTag): [MAC]: [OrigIP)

/PN Route-Type 3 prefix: [3]:[EthTagl: [0rigIP]

/PN Route-Type 5 prefix: [5]:[ESI): [EthTagl: (IPAddrien): [IPAddr]
F : default

»cal Router-ID 172.21.10.3

Network Nexthop Metric LocPrf Weight

sute Distinguisher: 172.21.11.2:200 (L2VNI 200)

»i [2]:[0]:[0]: [0G:00:00:00:00:01]:[10.200.1.1] 172.21.11.2 @ 109 Q
»i [3]:00]:(172.21.11.2] 172.21.11.2 @ 109 0
sute Distinguisher: 172.21.11.3:200 (L2VNI 200)

» [2):[0):[0]:[00:00:00:00:00:01):[190.200.1.1) 172.21.11.3 ] 100 4]
» [3):[0]:[172.21.11.3] 172.21.11.3 2 ie@ 4]
sute Distinguisher: 172.21.11.2:201 {L2VNI 201)

#i [2):[0):[(0]:[00:00:00:00:00:01]:[190.201.1.1) 172.21.11.2 ] 109 4]
»1 [2):(0):(@]):[78:98:e8:cB:c7:72]:[10.201.1.188] 172.21.11.2 ] 1ee 4]
=1 [2]:[0):[0]):(78:98:e8:c0:c7:12]:1] 172.21.11.2 ] 100 Q
=i [3]:000:(172.21.11.2] 172.21.11.2 ] 100 0
>ute Distinguisher: 172.21.10.1:100180 (L3IVNI 10010)

»1 [S)l:[0]:[0]:[@):[0.0.0.0] 172.21.11.1 o 1ee Q
»i [S):[@):[0):([24):(172.21.111.0] 172.21.11.1 -] 100 Q
yute Distinguisher: 172.21.198.2:18010 (L3VNI 10010)

*i [5):([@]:[0]):(24):[10.200.1.8] 172.21.11.2 ] 100 @
»i [S5):[0):[0]:[24]:[108.2021.2.0) 172.21.11.2 '] 199 4]

wute Distinguisher: 172. (L3VNI 10010)

= [5):(0):[0]:(24]): 172.21.11.3 L] 109 4]

» [5):[@):[0]):[24] 172.21.11.3 ] 100 [}
ute Distinguis 1ee1ie)

»i [2):[0]):[0]): +1.11 172.21.11.2 ] 189 4]

L £ i9jiz 1wz 18010) didoidhablad L] ive L

*i [2):[0]):[0]: 7 172.21.11.2 [ 100 )
sute Distinguis 1ee10)

= [2):(0):([0]): 172.21.11.3 El 100 0
1ee10)

172.21.11.3 L] 189 ]

.201.1.101] 172.21.11.3 L] 199 ]

172.21.11.3 [} 100 a

¢ A. The underlay loopback addresses are inthe 172 21 11 x range.
¢ B. Duplicate MAC addresses were detected in the overlay fabric

e C. There are three active client overlay VLLANSs in the overlay fabric
e D. There are two anycast addresses mme overlay fabric.

Ef: A

fEEL:

The CLI output displays EVPN routes and their corresponding next hops. The "Route Distinguisher" entries followed by IP
addresses in the 172.21.11.x range indicate these are loopback addresses used by the underlay network. The underlay network
provides the basic routing and forwarding plane for the overlay network that EVPN is part of. These loopback addresses are crucial
for the proper finctioning of the EVPN control plane.

B #33
You want to configure an MTU 0f 9198 for a routedlag interface on a CX 6300 switch. Which configuration achieves this?



interface lag 11 multi-chassis
no shutdown
ip mtu 9198
ip address 19.1.1.1/24
lacp made active
®xliT
!
interface 1/1/11
mtu 9198
lag 11
exit

interface 1/1/12
atu 9158
lag 11

o A exit

interface lag 11
Ao Ehutdoen
ip address 19.1.1.1/24
lacp mode active
exit

interface 171711
=ty 108
lag 13
amit

interface 171712
mtu 198
lag 11
exlt

interface lag 40
no shutdols
ip mtu 91858
ip sodrest @ 300 .1/24
lacp mode sevive

exit

interface 1/1711
wtu 9198
lsg 13
LEFRS

interface 1/1/12
mtu 91958
lag 11

) C_ exit

L

In the context of ArubaOS-CX, particularly with the 6300 series switches, setting the MTU on a routed Link Aggregation Group
(LAG) interface requires theinterface lag idcommand in the configuration, specifying the LAG interface you're configuring, Theip
mtucommand is then used to set the desired MTU size for that LAG.

Option A correctly shows this configuration process, where the MTU is set to 9198 for the LAG mterface, in line with the
requirenments for routing larger frames, which could be necessary for certain applications or data flows that require jumbo frames.
The information related to the configuration of Aruba switches is consistent with the principles and guidelines found in the technical
documentation for the ArubaOS-CX 6300 series switches, which emphasizes the importance of correct MTU settings for network
performance and stability.
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