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WGU Managing Cloud Security (JY02) Sample Questions (Q60-Q65):

NEW QUESTION # 60
An organization is concerned that it will be unable to recover or access data if the cloud provider goes into bankruptcy and leaves
the market. How is this concern addressed in a business continuity and disaster recovery plan?

A. Revise contractual and personnel obligations

B. Enable multiple zones to mitigate service disruptions
C. Use best tools to securely connect to the cloud

D. Consider options for portability and interoperability

Answer: D

Explanation:
This concern is addressed by considering portability and interoperability options. Managing Cloud guidance explains that
organizations must plan for provider exit scenarios to avoid dependency risks.


https://drive.google.com/open?id=1zzHHiBDVEjza2WUBawCh0KBCtHZM8oo4
https://www.vceengine.com/Managing-Cloud-Security-vce-test-engine.html
https://www.pass4test.com/Managing-Cloud-Security-exam-questions.html
https://www.passleader.top/WGU/Managing-Cloud-Security-exam-braindumps.html
https://www.examdiscuss.com/WGU/exam/Managing-Cloud-Security/questions/

Portability ensures data and workloads can be moved to another provider or on-premises environment, while interoperability
supports compatibility across platforms. This may include standardized data formats, documented APIs, and offsite backups.
Multiple zones address outages, not provider bankruptcy. Contract revisions help legally but do not guarantee recovery. Therefore,
portability and interoperability are the correct focus.

NEW QUESTION # 61
‘Which technology is increasingly deployed in enterprise environments for applications such as digital tracking of the supply chain?

A. Cloud computing
B. Internet of Things
C. Machine learning
D. Bigdata

Answer: B

Explanation:

The Internet of Things (IoT) is increasingly deployed in enterprise environments for digital tracking of supply chains. Managng Cloud
principles explain that IoT enables physical objects-such as sensors, tags, and devices-to collect and transmit data in real time.

In supply chain scenarios, IoT devices track location, temperature, humidity, and movement of goods throughout manufacturing,
transportation, and storage. This continuous data collection improves visibility, efficiency, and accountability across the supply chain.
Cloud platforms commonly support loT by aggregating, storing, and analyzing the collected data.

Cloud conputing provides infrastructure, big data analyzes large datasets, and machine learning derives insights, but IoT is the
enabling technology that performs real-time tracking, Therefore, Internet of Things is the correct answer.

NEW QUESTION # 62
A breach caused by lack of security management resulted in a civil lawsuit. The organization must communicate with the entity that is
responsible for performing adequate oversight. Who should be contacted?

A. Cloud customer

B. IT department

C. High-level government agencies
D. Board of director members

Answer: D

Explanation:

In the event of a civil lawsuit resulting from inadequate security management, the organization must communicate with the board of
directors. Managing Cloud guidance explains that the board of directors holds ultimate responsibility for governance, oversight, and
risk management within an organization.

The board ensures that appropriate policies, controls, and management structures are in place to protect organizational assets and
comply with legal obligations. In legal matters, the board must be informed to oversee response strategies, legal counsel engagement,
and corrective actions.

The IT department manages technical controls but does not provide organizational oversight. High-level government agencies are
regulators, not internal oversight bodies. Therefore, board members are the correct entity to contact.

NEW QUESTION # 63
Which business continuity and disaster recovery consideration should be part of a cloud application architecture?

A. Architecting for faiture

B. Application message queues
C. Compliance of applications
D. Health status pages

Answer: A

Explanation:
Architecting for failure is a fundamental business continuity and disaster recovery consideration in cloud application architecture.
Managing Cloud principles emphasize that cloud systems must be designed with the assumption that components will fail.



Architecting for failure involves implementing redundancy, fault tolerance, automated recovery, and failover mechanisis.
Applications should be resilient to infrastructure outages and capable of continuing operation despite component failures. This
approach reduces downtime and ensures service availability during incidents.

Health status pages provide visibility, compliance addresses regulatory needs, and message queues support communication but do
not fully address BC/DR requirements. Therefore, architecting for failure is the correct answer.

NEW QUESTION # 64
Which aspect of strong authentication is part of enterprise risk management?

A. Distributed organizations

B. Entitlement consideration
C. Privileged user management
D. Federated identities

Answer: C

Explanation:

Privileged user management is a critical aspect of strong authentication within enterprise risk management.

Managing Cloud guidance explains that privileged accounts have elevated access to systemns, data, and configurations, making them
high-value targets for attackers.

Enterprise risk management requires identifying, protecting, and monitoring these accounts through strong authentication mechanisis
such as muilti-factor authentication, session monitoring, and just-in-time access.

Controlling privileged access reduces the risk of insider threats, credential compromise, and unauthorized system changes.
Federated identities support access integration, entitlement consideration relates to authorization, and distributed organizations
describe structure rather than authentication strength. Therefore, privileged user management is the correct answer.
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