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Answer: C

Explanation:

This scenario represents an "audit finding," An audit finding refers to results that indicate a deviation from the expected performance
or standards. Discovering that two employees have not received the required training is an audit finding indicating noncompliance
with the organization's training requirerments.

References: ISO 19011:2018, Guidelines for auditing management systems
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Answer: B,C.E

Explanation:

According to ISO/IEC 2700122022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control A.5.29 requires an organization to establish and maintain a
business continuity managemment process to ensure the continued availability of information and information systers at the required
level following disruptive incidents1. The organization should identify and prioritize critical information assets and processes, assess
the risks and impacts of disruptive incidents, develop and implement business continuity plans (BCPs), test and review the BCPs,
and ensure that relevant parties are aware of their roles and responsibilities1. Therefore, when verifying the information security of
the business continuity management process, an ISMS auditor should verify that these aspects are met in accordance with the audit
criteria.

Three options that will be in the audit trail for verifying control A.5.29 are:

Collect more evidence on how the organisation manages information security on mobile devices and during teleworking (Relevant to
control A.6.7): This option is relevant because it can provide evidence of how the organization has implemented appropriate controls
to protect the confidentiality, integrity and availability of information and information systems when staff work from home using
mobile devices, such as laptops, tablets or smartphones. This is related to control A.6.7, which requires an organization to establish
a policy and procedures for teleworking and use of mobile devices1.

Collect more evidence on how and when the Business Continuity Plan has been tested (Relevant to control A.5.29): This option is
relevant because it can provide evidence of how the organization has tested and reviewed the BCPs to ensure their effectiveness and
suitability for different scenarios, such as a pandemic. This is related to control A.5.29, which requires an organization to test and
review the BCPs at planned intervals or when significant changes occurl.

Collect more evidence on how the organisation makes sure only staff with a negative test result can enter the organisation (Relevant
to control A.7.2): This option is relevant because it can provide evidence of how the organization has implemented appropriate
controls to prevent or reduce the risk of nfection or transmission of diseases among staff or residents, such as requiring regular staff
self-testing and using a health status app. This is related to control A.7.2, which requires an organization to ensure that all employees
and contractors are aware of information security threats and concerns, their responsibilities and liabilities, and are equipped to
support organizational policies and procedures in this respectl.

The other options are not relevant to verifying control A.5.29, as they are not related to the control or its requirements. For example:
Collect more evidence by interviewing more staff about their feeling about working from home (Relevant to clause 4.2): This option
is not relevant because it does not provide evidence of how the organization has established and maintained a business continuity



management process or ensured the continued availability of information and information systens following disruptive incidents. It
may be related to clause 4.2, which requires an organization to understand the needs and expectations of interested parties, but not
specifically to control A.5.29.

Collect more evidence on what resources the organisation provides to support the staff working from home (Relevant to clause 7.1):
This option is not relevant because it does not provide evidence of how the organization has established and mantained a business
continuity management process or ensured the continued availability of information and information systems following disruptive
incidents. It may be related to clause 7.1, which requires an organization to determine and provide the resources needed for its
ISMS, but not specifically to control A.5.29.

Collect more evidence on how the organisation perforis a business risk assessment to evaluate how fast the existing residents can
be discharged from the nursing home (Relevant to clause 6): This option is not relevant because it does not provide evidence of how
the organization has established and maintained a business continuity management process or ensured the continued availability of
information and information systems following disruptive incidents. It may be related to clause 6, which requires an organization to
plan actions to address risks and opportunities for its ISMS, but not specifically to control A.5.29.
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Answer: B

Explanation:

Even though the marketing department was not included in the audit scope, the issue of employees' access rights control must be
communicated to Sinvestment's representatives and included in the audit report because it is part of Snvestment's information
security policy. It reflects on the overall adherence to the ISMS requirements.
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“The purpose of 2 management system audt is to the performance of an orgamsation’s management system.”
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NEW QUESTION # 176
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Answer: A,C

Explanation:

According to ISO/IEC 2700122022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), clause 7.2 requires an organization to determine the necessary
competence of persons doing work under its control that affects its ISMS performance, and to provide training or take other actions
to acquire or maintain the necessary competencel. Control A.6.3 requires an organization to ensure that all employees and
contractors are aware of information security threats and concerns, their responsibilities and liabilities, and are equipped to support
organizational policies and procedures in this respect2. Therefore, if an ISMS auditor finds that the information security incident
training effectiveness can be improved, this indicates an opportunity for improvement (OFT) that is relevant to clause 7.2 and control
A.6.3.

According to ISO/IEC 2700122022, clause 9.1 requires an organization to monitor, measure, analyze and evaluate its ISMS
performance and effectiveness1. Control A.5.24 requires an organization to define and apply procedures for reporting information
security events and weaknesses2. Therefore, if an ISMS auditor finds that based on sampling interview results, none of the
mterviewees were able to describe the incident management procedure reporting process including the role and responsibilities of
personnel, this indicates a nonconformity (NC) that is not conforming with clause 9.1 and control A.5.24.

The other options are not correct options for preparing the audit findings based on the given information. For example, there is no
nonconformance if the information security weaknesses, events, and incidents are reported, as this conforns with clause 9.1 and
control A.5.24; there is no nonconformance if the information security handling training has performed, and its effectiveness was
evaluated, as this conforms with clause 7.2 and control A.6.3; there is no nonconformity if the information security incident training
has failed, as this may not necessarily indicate a lack of conformity with clause 7.2 or control A.6.3; there is no opportunity for
improverment if the information security weaknesses, events, and incidents are reported, as this is already conforming with clause 9.1
and control A.5.24. Reference: ISO/IEC 27001:2022 - Information technology - Security techniques - Information security
management systenms - Requirements, ISO/IEC 27002:2013 - Information technology - Security techniques - Code of practice for
information security controls
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