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HE#10
An organization's Chief Technical Officer is concerned that changes to the network using IaC are causing unscheduled outages.
Which of'the following best mitigates this risk?

e A. Adding review/approval steps to the CI/CD pipelines
¢ B. Enforcing code review of the change by the author

¢ C. Forking the code repository before making changes
¢ D. Making code changes to the master branch

EfE: A

fi .«
Introducing mandatory review and approval gates in your deployment pipelines ensures that every Infrastructure-as-Code change is
peer-reviewed, tested, and explicitly signed off before going live, reducing the chance of unvetted code causing unexpected outages.

R #11
A company is replacing reserved public TP addresses with dynamic IP addresses. The network architect creates a list of assets with
some dependencies to these reserved IPs:

IP Used oy ()
IP_US_Reserved_A Allow rulé’ on NSG_1
IP_CA_Reserved B |Allow rule on NSG_2
IP_BR _Reserved C VM A - Network Interface 1

IP_BR;Reserved_D Network Load Balancer IP 1

IP_GB Reserved E Not allocated

(Refer to image: Reserved IPs are in use by NSGs, VM, load balancers, and one is unallocated.) Which of the following issues may
begin to affect cloud assets after the replacement is made?

o A.IPreuse
e B. IP exhaustion
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e C. IP spoofing
e D. [P asymmetric routing

EfE: A

R -

Comprehensive and Detailed Explanation From Exact Extract:

Replacing reserved IPs with dynamic ones can lead to IP reuse issues. Dynamic public IPs can be reallocated to other customers
once released. If DNS entries or firewall rules still refer to the original IP, this can lead to data leakage or incorrect routing. Also,
some services (e.g., NSGs, load balancers) may require persistent IPs.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Public [P Management in Cloud Environments"™:
"Dynamic public IPs are subject to reuse after release. Services that rely on IP persistence, such as security groups or load
balancers, may encounter unexpected behavior or security risks if replaced with dynamically assigned IPs." Other options:

* A. Asymiretric routing involves traffic leaving and returning via different paths.

* B. IP spoofing is a malicious attack, not related to address reassignment.

* C. IP exhaustion relates to resource limits, not dynamic reuse.

H #12

A network architect is designing a solution to place network core equipment in a rack inside a data center.

This equipment is crucial to the enterprise and must be as secure as possible to minimize the chance that anyone could connect
directly to the network core. The current security setup is:

In a locked building that requires sign in with a guard and identification check.

In a locked data center accessible by a proximity badge and fingerprint scanner.

In a locked cabinet that requires the security guard to call the Chief Information Security Officer (CISO) to get permission to
provide the key.

‘Which of the following additional measures should the architect recommend to make this equipment more secure?

A. Set up a video surveillance system that has cameras focused on the cabinet.
B. Make all engineers with access to the data center sign a statement of work.
C. Have the CISO accompany any network engineer that needs to do work in this cabinet.
D. Require anyone entering the data center for any reason to undergo a background check.

EfE: A

fi .-
Recording and monitoring all activity at the cabinet greatly strengthens security by providing a real-time deterrent, an audit trail of
who accessed it and when, and forensic evidence if an incident ever occurs.

R #13
A network engineer identified several failed log-in attempts to the VPN from a user's account. When the engineer inquired, the user

mentioned the IT help desk called and asked themto change their password.
Which of'the following types of attacks occurred?

A. Social engineering
B. Initialization vector
C. On-path
D. Evil twin

IEf#E: A

AR :
The attacker tricked the user into revealing credentials by impersonating the help desk over the phone-an archetypal social
engineering tactic.

B #14
A cloud architect must recommend an architecture approach for a new medical application that requires the lowest downtime
possible. Which of'the following is the best application deployment strategy given the high- availability requirement?



A. Four different availability zones using an active-passive topology in a single region

B. Two different availability zones (per region) using an active-passive topology in two different regions
C. Two different availability zones (per region) using an active-active topology in two different regions
D. Four different availability zones using an active-active topology in a single region

E: C
s

Deploying active-active clusters across two AZs in each of two regions ensures the application can survive both AZ- and entire-
region failures, delivering the highest possible uptime.
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