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R #30

Which two types of credentials can be used in ClearPass for authenticating users?
(Choose two)

Response:

e A MAC Address
¢ B. Digital Certificates
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o (. Username and Password
e D. Biometrics

Eﬁ: B\ C

HA #31
Why is it important to monitor system health and performance metrics in ClearPass?
Response:

A. To troubleshoot network segmentation

B. To validate user certificate authenticity

C. To proactively detect issues and ensure optimal service delivery
D. To automatically create enforcement profiles

H
R

: C

H #32
Which security enhancement does posture checking provide before granting network access?
Response:

A. Verification of endpoint health and compliance
B. Data loss prevention policy monitoring

C. Packet sniffing protection

D. VPN tunneling for remote users

Ef: A

B #33
Which ClearPass feature can be used to profile endpoints and determine device types?
Response:

A. Insight

B. Guest Self-Registration
C. Access Tracker

D. Device Profiling

H
R

: D

E #34

A universtty is deploying ClearPass with Aruba infrastructure. I'T wants faculty to receive unrestricted access, students to be
restricted to internal resources, and IoT devices to be isolated.

Which three techniques should the admnistrator use to implement dynamic segmentation in this environment?

(Choose three)

Response:

A. Captive Portal registration for all devices

B. Role Mapping based on Active Directory groups

C. Enforcement Profiles mapping roles to VLANs or DURs
D. Device Profiling to classify [oT equipment

E. MAC-based VLAN assignment for all users

Ef#: B. C. D

B #35
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