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H M #203

Which of the following needs to be identified FIRST to define the privacy requirements to use when assessing the selection of [T
systenms?

Type of data being processed

e A. Available technology platforns
e B. Applicable control frameworks
e C. Applicable privacy legislation

IFf#: B

R :

Explanation

The applicable privacy legislation needs to be identified first to define the privacy requirements to use when assessing the selection of
IT systems, because it sets the legal obligations and standards for the organization to comply with when processing personal data.
The type of data, the control frameworks, and the technology platforms are all dependent on the privacy legislation that applies to
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the organization and its data processing activities. Therefore, the privacy legislation is the primary source of privacy requirements for
IT systems.

References:

CDPSE Review Manual, 2023 Edition, Domain 2: Privacy Architecture, Section 2.1.2: Privacy Requirements, p. 75 Compliance
with Cybersecurity and Privacy Laws and Regulations1

H A #204
Which of the following is the GREATEST privacy risk associated with the use of application programming interfaces (APIs)?

A. APIs are costly to assess and monitor.

B. APIS could create an unstable environment
C. API keys could be stored insecurely.

D. APIs are complex to build and test

Ef#: C
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API keys are codes that are used to identify and authenticate an application or user when accessing an API. API keys could be
stored insecurely, such as in plain text, in public repositories, or in unencrypted files. This could expose the API keys to unauthorized
access, theft, or misuse by malicious actors, who could then access the API and the data it contains. This could result in data
breaches, privacy violations, fraud, or other damages.

Reference:

ISACA Certified Data Privacy Solutions Engineer Study Guide, Domain 3: Privacy Engineering, Task 3.4: Implement privacy
engmneering techniques to protect data in applications and systemns, p. 106-107.

What Is an API Key? | API Key Definition | Fortinet
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Which of the following vulnerabilities would have the GREATEST impact on the privacy of information?

¢ A. Poor patch management

¢ B. Private key exposure

e C. Lack of password conplexity
¢ D. Out-of-date antivirus signatures

IEf#: B
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The vulnerability that would have the greatest impact on the privacy of information is private key exposure, because it would
compromise the encryption and decryption of the information, as well as the authentication and integrity of the commumnicating
parties. A private key is a secret and unique value that is used to encrypt or decrypt data, or to sign or verify digital signatures. If an
attacker gains access to the private key, they can read, modify, or impersonate the data or the sender, which would violate the
confidentiality, integrity, and authenticity of the information12.

Reference:

CDPSE Review Manual, Chapter 2 - Privacy Architecture, Section 2.3 - Privacy Architecture Implementation3.

CDPSE Certified Data Privacy Solutions Engineer All-in-One Exam Guide, Chapter 2 - Privacy Architecture, Section 2.4 - Remote
Access4.

H M #206
Which of the following should be considered personal nformation?

A. University affiliation
B. Biometric records

C. Age
D. Company address

IEf#: B



Explanation

Biometric records are personal information that can be used to identify an individual based on their physical or behavioral
characteristics, such as fingerprints, facial recognition, iris scans, voice patterns, etc. Biometric records are considered sensitive
personal information that require special protection and consent from the data subject. Biometric records can be used for various
purposes, such as authentication, identification, security, etc., but they also pose privacy risks, such as unauthorized access, use,
disclosure, or transfer of biometric data. References: : CDPSE Review Manual (Digital Version), page 25
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What is the PRIMARY means by which an organization communicates customer rights as it relates to the use of their personal
mformation?

A. Mailing rights documentation to customers

B. Publishing a privacy notice

C. Gaining consent when information is collected
D. Distributing a privacy rights policy

Ef#: B
i

The primary means by which an organization communicates customer rights as it relates to the use of their personal information is
publishing a privacy notice. A privacy notice is a document that informs the customers about how the organization collects, uses,
shares, and protects their personal information, and what rights and choices they have regarding their data4. A privacy notice is a
legal requirement under many data protection laws and regulations, such as the General Data Protection Regulation (GDPR), the
California Consumer Privacy Act (CCPA), or the Personal Information Protection and Electronic Documents Act (PIPEDA)S . A
privacy notice is also a good practice to demonstrate the organization's commitment to transparency, accountability, and customer
trust. Reference:

ISACA Glossary of Terms

Article 13 and 14 ofthe GDPR

[Section 1798.100 of the CCPA]

[Schedule 1, Principle 4.8 of the PIPEDA]

[ISACA CDPSE Review Manual, Chapter 1, Section 1.3.2]
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