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EE #50

A conpany has identified that a hacker has modified files on one of the company's computers. The IT department has collected the
storage media from the hacked computer.

Which evidence should be obtained from the storage media to identify which files were modified?

A. Operating system version
B. File timestamps

C. Private IP addresses

D. Public IP addresses

qY: B
MY
Comprehensive and Detailed Explanation From Exact Extract:
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File timestamps, including creation time, last modified time, and last accessed time, are fundamental metadata attributes stored with
each file on a file system. When files are modified, these timestamps usually update, providing direct evidence about when changes
occurred. Examining file timestamps helps forensic investigators identify which files were altered and estimate the time of
unauthorized activity.

* TP addresses (private or public) are network-related evidence, not stored on the storage media's files directly.

* Operating system version is system information but does not help identify specific file modifications.

* Analysis of file timestamps is a standard forensic technique endorsed by NIST SP 800-86 (Guide to Integrating Forensic
Techniques into Incident Response) for determining file activity and changes on digital media.

HEE #51
An organization believes that a company-owned mobile phone has been compromised.
‘Which software should be used to collect an image of the phone as digital evidence?

A. Data Doctor

B. Forensic Toolkit (FTK)
C. PTFinder

D. Forensic SIM Cloner

He: B

MY

Comprehensive and Detailed Explanation From Exact Extract:

Forensic Toolkit (FTK) is a widely recognized and trusted software suite in digital forensics used to acquire and analyze forensic
mmages of devices, including mobile phones. FTK supports the creation of bit-by-bit images of digital evidence, ensuring the integrity
and admissibility of the evidence i legal contexts. This imaging process is crucial in preserving the original state of the device data
without alteration.

* FTK enables forensic investigators to perform logical and physical acquisitions of mobile devices.

* It maintains the ntegrity of the evidence by generating cryptographic hash values (MDS, SHA-1) to prove that the image is an
exact copy.

* Other options such as PTFinder or Forensic SIM Cloner focus on specific tasks like SIM card cloning or targeted data extraction
but do not provide full forensic imaging capabilities.

* Data Doctor is more aligned with data recovery rather than forensic imaging,

Reference:According to standard digital forensics methodologies outlined by NIST Special Publication 800-

101(Guidelines on Mobile Device Forensics) and the SANS Institute Digital Forensics and Incident Response guides, forensic tools
used to acquire mobile device images must be capable of bit-stream copying with hash verification, which FTK provides.

A2 #52
Which description applies to the Advanced Forensic Format (AFF)?

A. An open file standard used by Sleuth Kit and Autopsy
B. An open file standard developed by AccessData

C. A proprietary format used by the iLook tool

D. A proprietary format developed by Guidance Software

HE: A

Y.

Comprehensive and Detailed Explanation From Exact Extract:

The Advanced Forensic Format (AFF) is an open file format designed for storing disk images and related forensic metadata. It was
developed by the Sleuth Kit community and is supported by forensic tools such as Sleuth Kit and Autopsy. AFF allows efficient
storage, compression, and metadata annotation, which makes it suitable for forensic investigations.

* AccessData is known for FTK format, not AFF.

* iLook uses proprietary formats unrelated to AFF.

* Guidance Software developed the EnCase Evidence File (E01) format.

* AFF is widely recognized in open-source forensic toolchains.

Reference:The AFF format and its use with Sleuth Kit and Autopsy are documented in digital forensics literature and the AFF official
documentation, as endorsed by the NIST and forensic tool developer commumities.



HEE #53
‘Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. NTLDR

B. BCD

C. Winload.exe
D. BOOTMGR

HE: A

Y.

Comprehensive and Detailed Explanation From Exact Extract:

NTLDR (NT Loader) is the boot loader for Windows NT-based systens including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.

* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.

* Understanding boot components assists forensic investigators in boot process analysis.

Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systerns.

HE#54
Which operating system creates a swap file to temporarily store information from memory on the hard drive when needed?

A. Linux

B. Windows
C. Mac

D. Unix

H¥e: B

MH.

Comprehensive and Detailed Explanation From Exact Extract:

Windows uses a swap file (commonly calledpagefile.sys) to extend physical memory (RAM) by temporarily storing data from
memory to disk when RAM is insufficient. This allows the system to handle more data than the available RAM.

* Linux and Unix typically use dedicated swap partitions or swap files but refer to them differently and manage them in other ways.
* Mac OS X uses a paging file system but does not typically use a "swap file" in the Windows sense; it uses dynamic paging files
mstead.

* The termmology "swap file" is most commonly associated with Windows.

Reference:Microsoft Windows forensics guidelines and NIST documentation describe the page file's role in virtual memory
management in Windows operating systens.
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