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%| &l Certified Information Systems Auditor CISA F 2 MEZEA| (Q978-
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HE #978
‘When reviewing an implementation of a VoIP system over a corporate WAN, an IS auditor should expect to find:

A. traffic engineering.

B. an integrated services digital network (ISDN) data link.
C. analog phone terminals.

D. wired equivalent privacy (WEP) encryption of data.

HE: A

MY
To ensure that quality of service requirements are achieved, the Voice-over IP (VoIP) service over the wide area network (WAN)
should be protected from packet losses, latency or jitter. To reach this objective, the network performance can be managedusing
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statistical techniques such as traffic engineering. The standard bandwidth of an integrated services digital network (ISDN) data link
would not provide the quality of services required for corporate VoIP services. WEP is an encryption schemme related to wireless
networking. The VoIP phones are usually connected to a corporate local area network (LAN) and are not analog.

EE #979

A review of Internet security disclosed that users have individual user accounts with the Internet service providers (ISPs) and use
these accounts for downloading business data. The organization wants to ensure that only corporate network is used. The
organization should FIRST:

A. monitor remote access activities.

B. keep a manual log of Internal access.

C. use a proxy server to filter out Internet sites that should not be accessed.
D. include a statement in its security policy about Internet use.

HE: D

MY
Section: Governance and Management of IT

EE #980
Which of the following is the PRIMARY role of the IS auditor m an organization's information classification process?

A. Defining classification levels for mformation assets within the organization
B. Securing information assets in accordance with the classification assigned
C. Validating that assets are protected according to assigned classification
D. Ensuring classification levels align with regulatory guidelines

2
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SH: C

MH.

Validating that assets are protected according to assigned classification is the primary role of the IS auditor in an organization's
information classification process. An IS auditor should evaluate whether the information security controls are adequate and effective
in safeguarding the information assets based on their classification levels. The other options are not the primary role of the IS auditor,
but rather the responsibilities of the information owners, custodians, or security managers. References:

* CISA Review Manual (Digital Version), Chapter 6, Section 6.2.31

* CISA Review Questions, Answers & Explanations Database, Question ID 206

EE #981
Input/output controls should be implemented for which applications in an integrated systems environment?

A. Output on the sending application and input on the receiving application
B. The sending application

C. Both the sending and receiving applications

D. The receiving application

He. C

=R

Section: Protection of Information Assets

Explanation:

Input/output controls should be mplemented for both the sending and receiving applications in an
mntegrated systems environment

EAE #982
Which of the following is the BEST way to strengthen the security of smart devices to prevent data leakage?
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A. Review access logs to the organization's sensitive data in a timely manner.

B. Require employees to formally acknowledge security procedures.

C. Enforce strong security settings on smart devices.

D. Include usage restrictions in bring your own device (BYOD) security procedures.

: C
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