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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q30-Q35):

NEW QUESTION # 30
Which statement describes archive logs on FortiAnalyzer?

A. Logs that are indexed and stored in the SQL database

B. Logs a FortiAnalyzer administrator can access in FortiView
C. Logs compressed and saved in files with the .gz extension
D. Logs previously collected from devices that are offline

Answer: C

NEW QUESTION # 31
Refer to the exhibit.
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Which two statements are true regarding enabling auto-cache on FortiAnalyzer? (Choose two.)

A. This feature is automatically enabled for scheduled reports.

B. Report size will be optimized to conserve disk space on FortiAnalyzer.

C. Enabling auto-cache reduces report generation time for reports that require a long time to assemble datasets.
D. Reports will be cached in the memory.

Answer: A,C

NEW QUESTION # 32
In order for FortiAnalyzer to collect logs froma FortiGate device, what configuration is required?
(Choose two.)

¢ A. ADOMs nust be enabled
¢ B. Log encryption must be enabled
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¢ (. Remote logging must be enabled on FortiGate
¢ D. FortiGate nust be registered with FortiAnalyzer

Answer: C,D

NEW QUESTION # 33
Refer to the exhibit.
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What is the purpose of using the Chart Builder feature on FortiAnalyzer?

A. This feature allows you to build a chart under FortiView.

B. In Log View, this feature allows you to build a dataset and chart automatically, based on the filtered search resuits.
C. You can add charts to generated reports using this feature.

D. In Log View, this feature allows you to build a chart and chart automatically, on the top 100 log entries.

Answer: B

NEW QUESTION # 34
Refer to Exhibit:
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Client-1 is trying to access the internet for web browsing,
All FortiGate devices in the topology are part of a Security Fabric with logging to FortiAnalyzer configured. All firewall policies have
logging enabled. All web filter profiles are configured to log only violations.

Which statement about the logging behavior for this specific traffic flow is true?

A. Only FGT-B will create traffic logs.

B. FGT-B will see the MAC address of FGT-A as the destination and notifies FGT-A to log this flow.
C. FGT B willl create traffic logs and will create web filter logs if it detects a violation.

D. Only FGT-A will create web filter logs if it detects a violation.

Answer: C



Explanation:

The topology shows a Security Fabric setup involving FortiGate devices (FGT-A and FGT-B) and a FortiAnalyzer for centralized
logging. Let's break down the logging and traffic flow behavior:

Traffic Flow Analysis:

Client-1 mitiates web traffic directed to the internet, which is routed through FGT-B and then FGT-A before reaching the internet.
This is indicated by the direction of the red-dashed arrow from Client- 1 through FGT-B to FGT-A.

Policy and NAT Settings:

On FGT-B, NAT is disabled, meaning it will pass the traffic through without altering the source IP. This device has a Web Filter
enabled with a policy to log violations only.

On FGT-A, NAT is enabled, and a Web Filter profile is also applied. Like FGT-B, it logs only violations for web filtering,

Logging Behavior:

Since both FortiGate devices have logging enabled for traffic and web filtering, they can create logs if conditions are met.

FGT-B will log all traffic, as per its configuration, and will also create web filter logs if it detects a violation, as the web filter profile is
applied. Because NAT is disabled on FGT-B, it processes the traffic but doesn't perform any address translation, allowing it to see
the original source IP of Client-1.

FGT-A, as the Security Fabric root, will handle NAT and forward the traffic to the internet. However, in this case, the question is
focused on where the traffic and web filter logs would be generated first, particularly by FGT-B.

Option Analysis:

Option A - Only FGT-B will create traffic logs: This is incorrect because FGT-B can create both traffic logs and web filter logs if it
detects a violation.

Option B - FGT-B will see the MAC address of FGT-A and notify FGT-A to log: This is not how logging works in this setup. Each
FortiGate logs independently based on configured policies.

Option C - FGT-B willl create traffic logs and will create web filter logs if it detects a violation: This is correct, as FGT-B has logging
enabled and will log traffic and web filter violations.

Option D - Only FGT-A will create web filter logs if it detects a violation: This is incorrect, as FGT-B can also log web filter
violations independently.

Conclusion:

Correct Answe 1 : C. FGT-B will create traffic logs and will create web filter logs if it detects a violation.

FGT-B is responsible for logging the traffic from Client-1 and will generate web filter logs if there is a policy violation, as configured.
Reference:

FortiOS 7.4.1 documentation on Security Fabric logging behavior and FortiAnalyzer log integration.
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