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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q11-Q16):

NEW QUESTION # 11
An engineer must configure the Decryption Broker feature. To which router must the engineer assign the decryption forwarding
mterfaces that are used in Decryption Broker security chain?

e A. The default virtual router. Ifthere is no default virtual router , the engineer must create one during setup.

e B. The virtual router that routes the traffic that the Decryption Broker security chain inspects.

e C. A virtual router that has no additional interfaces for passing data-type traffic and no other configured routes than those
used for the security chain.

e D. A virtual router that is configured with at least one dynamic routing protocol and has at least one entry in the RIB

Answer: B

Explanation:
Explanation
Decryption Broker is a feature that allows you to use a Palo Alto Networks firewall as a decryption broker for other security


https://drive.google.com/open?id=15BZ8BDRqTkGUpNIH_4SlkIpSjDGYMVjc
https://www.prepawaypdf.com/Palo-Alto-Networks/PCNSE-practice-exam-dumps.html
https://www.prepawaypdf.com/Palo-Alto-Networks/PCNSE-practice-exam-dumps.html
https://www.testkingpass.com/PCNSE-testking-dumps.html
https://www.practicevce.com/Palo-Alto-Networks/PCNSE-practice-exam-dumps.html

devices in your network . It works by decrypting traffic on one interface and forwarding it to another interface where it can be
inspected by other devices before being re-encrypted and sent to its destination2. The firewall acts as a transparent bridge between
the two interfaces and does not change the source or destination IP addresses of the traffic To configure Decryption Broker, you
need to assign decryption forwarding interfaces (DFIs) to the virtual router that routes the traffic that you want to inspect. The DFIs
are used to forward decrypted traffic from one interface to another in a security chain3. A security chain is a set of devices that
perform different security finctions on the same traffic flow3. You can have multiple security chains for different types of traffic or
different segments of your network3.

The reason why you need to assign DFTIs to the virtual router that routes the traffic is because Decryption Broker uses routing tables
to determine which DFT belongs to which security chain and how to forward traffic between them2. If you assign DFIs to a different
virtual router than the one that routes the traffic, Decryption Broker will not be able to find them or forward traffic correctly?2.

NEW QUESTION # 12
After configuring an IPSec tunnel, how should a firewall administrator initiate the IKE phase 1 to see if it will come up?

A. test vpn ike-sa gateway <gateway name>
B. show vpn ipsec-sa tunnel <tunnel name>
C. test vpn ipsec-sa tunnel <tunnel name>
D. debug ike stat

Answer: A

Explanation:

To test if IKE Phase 1 is coming up after configuring an [PSec tunnel, the firewall admmistrator should use the command test vpn
ike-sa gateway <gateway name>. This command initiates the IKE Phase 1 negotiation with the specified gateway, allowing the
administrator to check whether the tunnel establishes successfully.

NEW QUESTION # 13
What are three tasks that cannot be configured from Panorama by using a template stack? (Choose three.)

A. Enable operational modes such as normal mode, multi-vsys mode, or FIPS-CC mode
B. Configure a device block list

C. Add administrator accounts

D. Change the firewall management [P address

E. Rename a vsys on a multi-vsys firewall

Answer: A,C,D

Explanation:

a) Change the firewall management [P address C. Add admmnistrator accounts E. Enable operational modes such as normal mode,
multi-vsys mode, or FIPS-CC mode Short Explanation of Correct Answer Only: These tasks cannot be configured from Panorama
by using a template stack because they are device-specific settings that must be configured locally on each firewalll. A template
stack can only configure settings that are common to multiple firewalls2. Reference: 1:
httpsz/docs.paloaltonetworks.com/panorama/9- 1/panorama-admin/panorama-overview/centralized- firewall-configuration-and-
update-management/templates-and-template-stacks 2: https://docs.paloaltonetworks.conm/best-practices/10- 1/best-practices-for-
managing- firewalls-with-panorama/configuration-management/template-and-template- stack-management

NEW QUESTION # 14
An administrator has created an SSL Decryption policy rule that decrypts SSL sessions on any port.
Which log entry can the administrator use to verify that sessions are being decrypted?

A. Decryption log

B. Data Filtering log

C. In the details of the Traffic log entries
D. In the details of the Threat log entries

Answer: C

Explanation:



Explanation/Reference: https:/live.paloaltonetworks.convt5/Configuration- Articles/How-to-Implement-and- Test-SSL-
Decryption/ta-p/59719

NEW QUESTION # 15
‘What must be configured to apply tags automatically based on User-1D logs?

A. Log Forwarding profile
B. Device ID
C. Log settings

D. Group mapping

Answer: C

Explanation:

Explanation

Depending on the type of log you want to use for tagging, create a log forwarding profile or configure the log settings to define how
you want the firewall or Panorama to handle logs. For Authentication, Data, Threat, Traffic, Tunnel Inspection, URL, and WildFire
logs, create a log forwarding profile. For User-1D, GlobalProtect, and IP-Tag logs, configure the log settings.
https:/docs.paloaltonetworks.comypan-o0s/10-2/pan-os-admin/policy/use-auto- tagging-to-automate- security-actio

NEW QUESTION # 16
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