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Hotspot Question

You have an Azure subscription that contains an Azure Kubernetes Service (AKS) cluster named AKS1. AKS1 hosts a Windows
node pool named Pooll and a Linux node pool named Pool2.

You are designing a pool update strategy for AKS1.

Youneed to recommend how often to replace the operating system images deployed to the nodes. The solution must meet the
following requirements:

- Minimize how long it takes to apply operating system updates once the updates are released.

- Minimize administrative effort.

What should you recommend for each pool? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

A -

Explanation:

Box 1: Monthly

Windows supports monthly node image version upgrades.
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Box 2: Weekly

Linux supports weekly node image version upgrades.

Note: Azure Kubernetes Service patch and upgrade guidance

This section of the Azure Kubernetes Service (AKS) day-2 operations guide describes patching and upgrading strategies for AKS
worker nodes and Kubernetes versions. As a cluster operator, you need to have a plan for keeping your clusters up to date and
monitoring Kubernetes API changes and deprecations over time.

Reference:

https//learn.microsoft.comven-us/azure/architecture/operator-guides/aks/aks-upgrade-practices
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You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for Cloud are
enabled.

The Azure subscription contains 50 virtual machines. Each virtual machine runs different applications on Windows Server 2019.
Youneed to recommend a solution to ensure that only authorized applications can run on the virtual machines. If an unauthorized
application attempts to run or be installed, the application must be blocked automatically until an administrator authorizes the
application.

Which security control should you recommend?

A. application control policies in Microsoft Defender for Endpoint

B. Azure Active Directory (Azure AD) Conditional Access App Control policies
C. OAuth app policies in Microsoft Defender for Cloud Apps

D. app protection policies in Microsoft Endpoint Manager

EfE: A

A -
https/docs.microsoft.comyen-us/windows/security/threat-protection/'windows-defender-application-control
/select-types-of-rules-to-create#windows-defender-application-control-policy-rules
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You have an Azure subscription. The subscription contains an Azure application gateway that use Azire Web Application Firewall
(WAF).

You deploy new Azure App Services web apps. Each app is registered automatically in the DNS domain of your company and
accessible from the Internet.

You need to recommend a security solution that meets the following requirements:

* Detects vulnerability scans of the apps

* Detects whether newly deployed apps are vulnerable to attack

‘What should you recommend using? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

Ef#:
RN -
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You have a Microsoft 365 subscription

You need to recommend a security solution to monitor the following activities:

* User accounts that were potentially compromised

* Users performing bulk file downloads from Microsoft SharePoint Online What should you include in the recommendation for each
activity? To answer, drag the appropriate components to the correct activities. Each component may be used once, more than once,
or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each Correct selection is worth one Point.

IEf#:
fER L2



Explanation
Graphical user interface, application Description automatically generated
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Hotspot Question

You have a Microsoft 365 subscription. The subscription contains Windows 11 devices that are protected by using Microsoft
Defender XDR.

You need to block access to file sharing sites from the devices. The solution must meet the following requirements:

- Identify file sharing sites to which users have connected during the

last 90 days.

- Prevent the users from connecting to the identified file sharing

sites.

- Minimize administrative effort.

‘What should you use to identify the file sharing sites, and which Microsoft Defender service should you use to prevent the users from
connecting to the sites? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

L2

Explanation:

Box 1: Microsoft Defender for Endpoint

Identify file sharing sites to which users have connected during the last 90 days.

Microsoft Defender for Endpoint reports

Monthly security summary

The monthly security summary report helps organizations get a visual summary of key findings and overall preventative actions taken
to enhance the organization's overall security posture completed in the last 30 or 90 days. It helps you identify areas of strength and
improvement, track your progress over time, and prioritize your actions based on risk and impact.

To access this report, navigate toReports > Endpoints > Monthly Security Summary. The monthly security summary report contains
the following sections:

* Web content monitoring and filtering

Shows the number of malicious URLs that were blocked by Microsoft Defender for Endpoint in the last month. The report also
shows the categories of URLSs that were blocked and the number of clicks for each category.

Box 2: Microsoft Defender for Endpoint

Prevent the users from connecting to the identified file sharing sites.

Microsoft Defender for Endpoint, Web content filtering

Web content filtering is part of the Web protection capabilities in Microsoft Defender for Endpoint and Microsoft Defender for
Business. Web content filtering enables your organization to track and regulate access to websites based on their content categories.
Many of these websites (even if they're not malicious) might be problematic because of compliance regulations, bandwidth usage, or
other concerns.

Configure policies across your device groups to block certain categories. Blocking a category prevents users within specified device
groups from accessing URLs associated with the category.

For any category that's not blocked, the URLs are automatically audited. Your users can access the URLs without disruption, and
you gather access statistics to help create a more custom policy decision. Your users see a block notification if an element on the
page they're viewing is making calls to a blocked resource.

Reference:

https//learn.microsoft.comven-us/defender-endpoint/threat-protection-reports

https://learn.microsoft. conven-us/defender-endpoint/web-content-filtering
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