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An organization can use Privacy-Enhancing Technologies (PETs) to?

A. Replace current technical controls.
B. Produce data for the privacy professional to interpret.
C. Strengthen existing privacy controls.
D. Ensure compliance with local privacy regulations.

Answer: C

Explanation:
Comprehensive and Detailed Explanation:
Privacy-Enhancing Technologies (PETs) are used to strengthen existing privacy controls by improving data security, minimizing data
exposure, and reducing compliance risks.
Option A (Replace current controls) is incorrect because PETs work alongside existing security measures rather than replacing them.
Option C (Ensure compliance) is incorrect because PETs help with compliance but do not guarantee it.
Option D (Produce data for interpretation) misrepresents PETs, as their primary function is protecting data rather than generating
insights.
Common PETs include encryption, differential privacy, anonymization, and secure multi-party computation.

NEW QUESTION # 152 
Under the General Data Protection Regulation (GDPR), what must be included in a written agreement between the controller and
processor in relation to processing conducted on the controller's behalf?

A. An obligation on the processor to assist the controller in complying with the controller's obligations to notify the supervisory
authority about personal data breaches.
B. An obligation on the processor to report any personal data breach to the controller within 72 hours,
C. An obligation on both parties to report any serious personal data breach to the supervisory authority
D. An obligation on both parties to agree to a termination of the agreement if the other party is responsible for a personal data
breach.

Answer: A

Explanation:
Under the GDPR, a written agreement between the controller and processor in relation to processing conducted on the controller's
behalf must include an obligation on the processor to assist the controller in complying with the controller's obligations to notify the
supervisory authority about personal data breaches. This is one of the requirements under Article 28(3)(f) of the GDPR, which
specifies the minimum content of such an agreement. The other options are not required by the GDPR, although they may be agreed
upon by the parties as additional terms. Reference: GDPR, Article 28(3)(f).

NEW QUESTION # 153 
When conducting due diligence during an acquisition, what should a privacy professional avoid?

A. Discussing with the acquired company the type and scope of their data processing.
B. Benchmarking the two Companies privacy policies against one another.
C. Planning for impacts on the data processing operations post-acquisition.
D. Allowing legal in both companies to handle the privacy laws and compliance.

Answer: D

Explanation:
When conducting due diligence during an acquisition, a privacy professional should avoid allowing legal in both companies to handle
the privacy laws and compliance. This is because legal teams may not have the expertise or the resources to address all the privacy
issues and risks that may arise from the acquisition. A privacy professional should be involved in the due diligence process to ensure
that the privacy policies, practices, and obligations of both companies are aligned and compliant with the applicable laws and
regulations. The other options are not things that a privacy professional should avoid, but rather things that they should do as part of
the due diligence process. References: CIPM Body of Knowledge, Domain V:
Privacy Program Management, Section A: Privacy Program Administration, Subsection 3: Due Diligence.



NEW QUESTION # 154 
SCENARIO
Please use the following to answer the next question:
Your organization, the Chicago (U.S.)-based Society for Urban Greenspace, has used the same vendor to operate all aspects of an
online store for several years. As a small nonprofit, the Society cannot afford the higher-priced options, but you have been relatively
satisfied with this budget vendor, Shopping Cart Saver (SCS). Yes, there have been some issues. Twice, people who purchased
items from the store have had their credit card information used fraudulently subsequent to transactions on your site, but in neither
case did the investigation reveal with certainty that the Society's store had been hacked. The thefts could have been employee-
related.
Just as disconcerting was an incident where the organization discovered that SCS had sold information it had collected from
customers to third parties. However, as Jason Roland, your SCS account representative, points out, it took only a phone call from
you to clarify expectations and the "misunderstanding" has not occurred again.
As an information-technology program manager with the Society, the role of the privacy professional is only one of many you play.
In all matters, however, you must consider the financial bottom line. While these problems with privacy protection have been
significant, the additional revenues of sales of items such as shirts and coffee cups from the store have been significant. The Society's
operating budget is slim, and all sources of revenue are essential.
Now a new challenge has arisen. Jason called to say that starting in two weeks, the customer data from the store would now be
stored on a data cloud. "The good news," he says, "is that we have found a low-cost provider in Finland, where the data would also
be held. So, while there may be a small charge to pass through to you, it won't be exorbitant, especially considering the advantages
of a cloud." Lately, you have been hearing about cloud computing and you know it's fast becoming the new paradigm for various
applications. However, you have heard mixed reviews about the potential impacts on privacy protection. You begin to research and
discover that a number of the leading cloud service providers have signed a letter of intent to work together on shared conventions
and technologies for privacy protection. You make a note to find out if Jason's Finnish provider is signing on.
What is the best way for your vendor to be clear about the Society's breach notification expectations?

A. Include notification provisions in the vendor contract
B. Arrange regular telephone check-ins reviewing expectations
C. Email the regulations that require breach notifications
D. Send a memorandum of understanding on breach notification

Answer: A

NEW QUESTION # 155 
Which of the documents below assists the Privacy Manager in identifying and responding to a request from an individual about what
personal information the organization holds about then with whom the information is shared?

A. Personal information inventory
B. Risk register
C. Privacy policy
D. Records retention schedule

Answer: A

Explanation:
A personal information inventory is a document that assists the Privacy Manager in identifying and responding to a request from an
individual about what personal information the organization holds about them and with whom the information is shared. A personal
information inventory is a comprehensive and detailed record of all personal information that an organization collects, uses, discloses,
stores, and disposes of. It helps an organization map its data flows, assess its privacy risks, comply with its legal obligations, and
respond to data subject requests. A personal information inventory should include information such as: the categories and sources of
personal information; the purposes and legal bases for processing; the recipients and transfers of personal information; the retention
periods and disposal methods; and the security measures and safeguards.
Reference:
CIPM Body of Knowledge (2021), Domain IV: Privacy Program Operational Life Cycle, Section B: Protecting Personal
Information, Subsection 3: Data Inventory CIPM Study Guide (2021), Chapter 8: Protecting Personal Information, Section 8.3:
Data Inventory CIPM Textbook (2019), Chapter 8: Protecting Personal Information, Section 8.3: Data Inventory CIPM Practice
Exam (2021), Question 138

NEW QUESTION # 156
......
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