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FIRE #13
What is true about first-party data from the Falcon platform and its integration into Next-Gen SIEM?

e A Tt is quickly ingested to Next-Gen SIEM via a third-party integration
e B. It is instantly accessible within Next-Gen SIEM
e C. First-party data requires a log collector installation
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The correct answer is C. It is instantly accessible within Next-Gen SIEM .

CrowdStrike states that Falcon Next-Gen SIEM provides instant availability of first-party data , including native CrowdStrike
telemetry such as endpoint, cloud, and identity data. This means first-party Falcon data does not require a separate onboarding step
like third-party sources often do.

Why the other options are incorrect:

A is incorrect because first-party Falcon telemetry does not require a separate log collector installation to become available inside
the platform. B is incorrect because the question is about first-party data, not third- party integration. CrowdStrike distinguishes
native Falcon telemetry from externally integrated log sources.

i /8 #14
Following the principle of least privilege, which is the appropriate role to grant a Falcon Next-Gen SIEM user the permissions to
read case data and write XDR data while denying the permission to write case templates?

A. NG SIEM Security Lead

B. NGSIEM Administrator

C. NG SIEM Analyst

D. NG SIEM Analyst - Read Only

ZR: C
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The best answer is C. NG SIEM Analyst .

I need to be careful here: I did not find a public CrowdStrike permissions matrix that explicitly lists this exact combmation of rights
by role. So this answer is the best-supported least-privilege inference , not one I can claimis directly documented 100%.

Why C is the strongest choice:

* NG SIEM Analyst - Read Only would not fit because the question requires write XDR data permissions.

* NGSIEM Admmistrator and NG SIEM Security Lead are broader roles and would not satisfy least privilege if a narrower analyst
role can do the job.

* That leaves NG SIEM Analyst as the most plausible least-privilege built-in role for reading case data and writing XDR data while
not granting broader administrative capabilities. CrowdStrike's Next-Gen SIEM materials describe the platform as combining
centralized case management and XDR workflows, but the public pages I found do not expose the exact internal role matrix.

P& #15
What is the primary benefit of utilizing Next-Gen SIEM's built-in dashboards?

A. Capability to modify dashboard source code
B. Quick insights without manual setup

C. Custom queries for specific events

D. Direct access to raw log data

Z%: B
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The correct answer is C. Quick insights without manual setup .

CrowdStrike describes Falcon Next-Gen SIEM as providing pre-built dashboards and says teans can quickly understand security
and system health with prebuilt dashboards for data collection health, SOAR workflow executions, security trends, and more. That
directly supports the idea that the main benefit is getting fast visibility and insights without having to build everything manually first .
Why the other options are incorrect:

A is incorrect because dashboards are for visualization and insight, not primarily for raw log access. B is incorrect because custom
queries are a separate search capability, not the main value proposition of built-in dashboards. D is incorrect because CrowdStrike
emphasizes using pre-built and custom dashboards for visualization, not modifying dashboard source code as the primary benefit.

PRI #16

Review the log event below:

{"ts":"2018/11/01 14:31:10", "server™: "web01", "message": "Out of memory"} Which parsing function is correct to add a missing
timezone field?



A. kvParse() | findTimestamp(timezone="America/New_York")

B. parseJson() | parseTimestamp("'dd/MMM/yyyyHHmmss Z'", timezone="Europe/Paris", field=ts)
C. kvParse() | find Timestamp(field=ts, timezone="Europe/London")

D. parseJson() | parseTimestamp("yyyy/MM/dd HH:mm:ss", timezone="Europe/Paris", field=ts)

EX: D

i RE R -

The correct answer is D . CrowdStrike LogScale's timestamp parsing documentation gives this exact pattern as the example for a
JSON event whose ts field contains 2018/11/01 14:31:10 with no timezone present. The documented solution is:

parseJson() | parse Timestamp("yyyy/MM/dd HH:mmss", timezone="Europe/Paris", field=ts) This works because the event is
JSON, so parseJson() is the right first step, and the timestamp format matches the sample exactly. Since the timestamp string does
not include timezone information, CrowdStrike documentation says you must provide a timezone parameter to parse Timestamp().
Why the other options are incorrect:

A is wrong because the format string does not match the timestamp. The event uses 2018/11/01 14:31:10, which is yyyy/MM/dd
HH:mmsss, not dd/MMM/yyyy:HH:mmss Z. Also, the sample timestamp does not include a Z timezone token in the raw string. B
and C are wrong because kvParse() is for key-value logs, not JSON logs, and this event is clearly JSON. CrowdStrike's built-in
parser documentation distinguishes JSON parsing from KV parsing, and the timestamp example for missing timezone specifically
uses parseJson() with parse Timestamp().

PR #17
What is the purpose of labels in Fleet Management?

A. Assign IP addresses to collectors

B. Categorize collectors for group configurations
C. Set passwords for collector instances

D. Monitor network traffic

ZX: B

fE AR A -

CrowdStrike's Fleet Management documentation for Falcon LogScale Collector explains that labels are used to associate metadata
with a Fleet Management configuration and with collector instances so they can be tagged, identified, organized, and filtered. The
docs specifically describe labels as helping organize collectors by criteria such as environment, region, service, or other custom
values. That directly matches option B:

Categorize collectors for group configurations .

Why the other options are incorrect:

Option A is incorrect because labels are not used for authentication or password management.

Option C is incorrect because labels do not perform traffic monitoring; they are metadata for organization and selection.

Option D is incorrect because labels do not assign network settings such as IP addresses.
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