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F=H

A1

FH 1

Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of
GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.

= 2

Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teans, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across muiltiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

FH 3

Manage GitHub Packages:This section of the exam measures skills of GitHub Enterprise Administrators
and focuses on managing GitHub Packages, their use in workflows, and how they differ from releases. It
mvolves accessing, writing, and sharing packages across teans while ensuring integration into CI

CD pipelines.

=M 4

Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains
configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access
through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.

FH 5

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
mternally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
mvolves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI

CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

%| &l GitHub Administrator GH-100 £ 2 M Z 2 Xl (Q41-Q46):

AE #41

Our organization is updating its enterprise policies. Which of the following steps should you take to ensure alignment with security

requirenments?

¢ A Implement the new enterprise policies across the organization first and then consult with the security team to identify- any
necessary adjustments or retrofits

¢ B. Implement changes without consulting stakeholders.

¢ C. Regularly assess and adjust policies based on evolving risks.

¢ D. Maintain clear documentation of existing policies and policy changes.

Y. AD

EE #42

What distinguishes Enterprise Managed Users (EMUs) from standard GitHub accounts?

He:. B

ME.

A. EMUs are managed in GitHub and use GitHub authentication

B. EMUs are fully controlled by an IdP and cannot log in with personal credentials
C. EMUs can only be created using email invites

D. EMUs are only available for GitHub Enterprise Server

EMU accounts are provisioned and authenticated exclusively through your identity provider - users sign in via the IdP and cannot




use or manage GitHub-native credentials.

HEE #43
Which of the following is the responsibility of an Organization Owner in GitHub? (Choose three.)

A. View and manage organization billing information.

B. Manage organization settings, such as configuration and default permissions.
C. Access repositories only if explicitly granted by a team maintainer.

D. Create repositories without approval from other members.

HE: ABD

MY

Organization owners can view and edit billing information for the organization.

Organization owners may create new repositories in the organization without needing approval from other members.

Organization owners have full administrative control over organization settings, including configuring default repository permissions.

AR #4
Which factor affects GitHub Actions pricing for GitHub-hosted runners on GitHub Enterprise Cloud?

A. Total number of repositories using Actions

B. Number of workflows defined in .github/workflows/

C. Number of contributors to the repository Explanation:Incorrect. Contributor count does not impact billing for Actions
D. Operating system used in the runner environment

He. D
.

GitHub Actions billing for GitHub-hosted runners is based on the number of minutes consumed and the operating system of the
runner - Linux, Windows, and macOS each have different per-minute rates.

AE #45
When a user becomes a member of multiple GitHub organizations, which THREE of the following are important considerations for
administrators? (Choose three.)

A. The user will need to authorize credentials separately for each SAML-enabled organization.

B. The user will automatically have the same role across all organizations.

C. The user's repository access and/or team membership needs to be managed separately for each organization.
D. The user will have different permission levels in each organization.

E. The user's profile information becomes private to non-organization members.

F. The user's personal repositories will become accessible to all organizations.

qY: ACD

MY

A user's repository access and team memberships are scoped to each organization, so admins must configure permissions separately
per org.

‘When an organization enforces SAML SSO, each member must authorize their personal access tokens or SSH keys for that org,
requiring separate approval for each SAML-enabled organization Roles and permission levels (owner, member, billing manager,
repository roles, etc.) are assigned on a per-organization basis, so a user often has different permissions in different organizations.

EE #46
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