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GIAC Network Forensic Analyst (GNFA) Sample Questions (Q86-Q91):
NEW QUESTION # 86 
Which best practices should organizations follow when configuring log retention policies?
(Select two.)
Response:

A. Delete all logs after 30 days to save storage space
B. Store all logs indefinitely
C. Retain logs based on regulatory compliance requirements
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D. Encrypt logs to prevent unauthorized access

Answer: C,D

NEW QUESTION # 87 
Which of the following are key benefits of centralizing security event logs?
(Select two.)
Response:

A. Faster network speeds
B. Reduced need for manual log review
C. Immediate compliance with all security regulations
D. Improved detection of correlated security events

Answer: B,D

NEW QUESTION # 88 
What is a key advantage of using a proxy-based firewall compared to a packet-filtering firewall?
Response:

A. Packet-filtering firewalls work at the application layer
B. Packet-filtering firewalls are more secure
C. Proxy-based firewalls cannot block specific content types
D. Proxy-based firewalls inspect entire application-layer data

Answer: D

NEW QUESTION # 89 
What is the primary purpose of ICMP (Internet Control Message Protocol)?
Response:

A. Performing network diagnostics and reporting errors
B. Encrypting communication between endpoints
C. Routing data between networks
D. Managing TCP handshakes

Answer: A

NEW QUESTION # 90 
Which security mechanisms are commonly implemented in proxy servers?
(Select two.)
Response:

A. Port mirroring
B. Network address translation (NAT)
C. SSL/TLS decryption
D. Data loss prevention (DLP)

Answer: C,D

NEW QUESTION # 91
......
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