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Which approach best ensures accurate application dependency mapping for micro-segmentation?
Response:

A. Analyze vSphere health check reports
B. Use NSX flow analytics to monitor traffic over time
C. Review VM snapshot history and deploy generic policies
D. Create rules based on MAC address whitelisting

Answer: B

NEW QUESTION # 17 
Which of the statements below are true about the Time-Based Firewall Policy capability?
(Select all that apply)
Response:

A. Require all time-based rules to be defined in UTC time zone
B. Can apply a different Security Policy based on day and time
C. Cannot be combined with VDI, RDSH, and IDFW
D. Can be applied at the vDefend Distributed Firewall and Gateway Firewall

Answer: B,D

NEW QUESTION # 18 
Which three benefits does micro-segmentation offer when implemented with vDefend for lateral protection?
(Choose three)
Response:

A. Limits lateral movement by enforcing workload isolation
B. Reduces unnecessary resource reservations for firewall appliances
C. Enables fine-grained control at the VM level
D. Requires centralized inspection points
E. Enhances compliance by segmenting sensitive environments

Answer: A,C,D

NEW QUESTION # 19 
Which two advantages does the Identity Firewall provide when used in private cloud security enforcement?
(Choose two)
Response:

A. Enables real-time user session tracking
B. Enforces policies at the storage controller level
C. Applies firewall rules directly to physical switch interfaces
D. Reduces need for tagging VMs individually
E. Allows policy application based on user group membership

Answer: A,E

NEW QUESTION # 20 
Which two strategies enhance container workload protection using vDefend Firewall?
(Choose two)
Response:

A. Manually define container network mappings in NSX
B. Apply firewall rules to namespaces and pod labels
C. Allow all traffic within the cluster to simplify configuration



D. Disable encryption on east-west traffic for performance
E. Use dynamic security groups with Kubernetes context

Answer: B,C
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