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HE#17
Which of the following best describes the relationship between ICS and IT networks?

Response:
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A. IT networks control ICS processes remotely via cloud-based services

B. ICS and IT networks operate independently without any interaction

C. ICS networks prioritize user accessibility, similar to IT networks

D. ICS networks control physical processes, while IT networks handle business operations

F
B

: D

HM #18
‘What mechanism could help defeat an attacker's attempt to hide evidence of his/her actions on the target system?

A. Attack surface analysis
B. Sand boxing

C. Centralized logging

D. Application allow lists

Ef#: C

A -

An attacker often tries to cover their tracks by deleting or modifying logs on the compromised system to hide evidence of their
activities.

Centralized logging (D) forwards log data in real-time or near real-time to a secure, remote logging server that the attacker cannot
easily alter or delete. This makes it much more difficult for attackers to erase their footprints because even if local logs are tampered
with, copies remain intact elsewhere.

Attack surface analysis (A) is a proactive security activity to identify vulnerabilities, not a forensic or logging mechanism
Application allow lists (B) control what software can execute but do not directly preserve evidence of actions taken.

Sandboxing (C) isolates processes for security testing but is unrelated to preserving evidence.

The GICSP materials emphasize centralized logging and secure log management as critical controls for incident detection and
forensic analysis within ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-92 (Guide to Computer
Security Log Management) GICSP Training on Incident Response and Logging Best Practices

B #19
Which of'the following is a common risk associated with Bluetooth Low Energy (BLE) communication in ICS environments?
Response:

A. Limited range for communication
B. Vulnerability to replay attacks

C. Lack of support for encryption
D. High power consumption

IEf#: B

HH #20
Which of the following types of network devices sends traffic only to the intended recipient node?

A. Ethernet switch

B. Wireless access point
C. Wireless bridge

D. Ethernet hub

EfE: A

A -

An Ethernet switch (C) is a network device that learns the MAC addresses of connected devices and forwards packets only to the
port associated with the destination node, reducing unnecessary traffic and improving security and efficiency.

An Ethernet hub (A) broadcasts incoming packets to all ports, not selectively.

A wireless access point (B) broadcasts signals to multiple wireless clients within range.



A wireless bridge (D) connects two network segments wirelessly but forwards traffic according to device types, not necessarily
selectively to single nodes.

GICSP's ICS network segmentation and architecture domain underline the use of switches to limit broadcast traffic and reduce
attack surfaces.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Architecture)

GICSP Training on Network Devices and Traffic Management

B #21
What is a benefit of MECM over VVSUS?

A. Lower operating and product cost

B. Lower configuration and management overhead
C. Hardware and software inventory control

D. Minimal system resource use

EfE: C

R -

Comprehensive and Detailed Explanation From Exact Extract:

Microsoft Endpoint Configuration Manager (MECM) provides advanced features compared to Windows Server Update Services
(WSUS), including;

Integrated hardware and software nventory control (A), enabling administrators to track detailed system configurations and installed
applications across endpoints.

WSUS primarily focuses on patch deployment and update management without comprehensive inventory capabilities.

MECM's enhanced management capabilities justify its greater resource use and complexity, making it more suitable for enterprise-
scale patching and asset management in ICS environments.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Microsoft MECM vs WSUS Feature
Comparison (Referenced in GICSP Training) GICSP Training on Patch and Configuration Management
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