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¢ Planning: This section of the exam measures the skills of Cloud Monitoring Engineers and covers the
foundational planning tasks required for successful Instana deployment. Candidates must understand the
nstallation prerequisites, the architectural design of Instana for on-premises environments, and the platform
core capabilities and use cases. It also assesses knowledge of different agent modes, supported sensors
and tracers, and the distinctions between cloud service agents and serverless agents essential for scalable
implementation.

Topic 1

¢ Troubleshooting: This section of the exam measures the skills of System Support Engineers and focuses on
resolving technical and operational issues in Instana. It includes configuring log levels, collecting logs for
debugging, and identifying connectivity issues between agents and the backend. Candidates will
troubleshoot installation failures, diagnose communication problemns, and apply corrective measures to
ensure consistent Instana performance and stability across environments.

Topic 2

¢ Configuration: This section of the exam measures the skills of DevOps Administrators and evaluates their
ability to configure and optimize Instana operational settings. It mvolves setting up business process
monitoring, configuring both cloud and serverless agents, and defining agent proxy parameters. Candidates
will learn to implement various technologies and sensors, manage OpenTelemetry integrations, set up smart
alerts, create service naming rules, and define custom SLIs and payloads for alert channels. Managing
licenses and ensuring proper configuration of alerts and notifications are also key components of this
domain.

Topic 3

¢ Installation: This section of the exam measures the skills of System Implementation Specialists and focuses
on installing and deploying Instana across different environments. It includes installing the Instana backend,
deploying and configuring agents, and migrating existing Instana setups. Candidates will also demonstrate
their ability to implement Synthetic Monitoring and manage Pomnts of Presence (PoPs) effectively for end-
to-end performance validation.

Topic 4

IBM Instana Observability v1.0.277 Administrator - Professional Sample
Questions (Q28-Q33):

NEW QUESTION # 28
What is the purpose of creating a custom service rule in Instana?

A. To create a manual service configuration

B. To set a global service name for all calls

C. To map services using existing meta-information of the infrastructure component
D. To apply the service.name tag of the infrastructure component

Answer: C

Explanation:

IBM Instana Observability enables users to create custom service rules to precisely associate telemetry with logical services using
meta-information already present in infrastructure components. The documentation specifies: "Custom service rules enable mapping
of discovered entities to meaningful service constructs, using labels, tags, or annotations present on infrastructure components.” This
supports the grouping and visualization of traffic/metrics for actual business workflows rather than default technical boundaries. By
analyzing meta-data, such as Kubernetes labels, docker tags, or VM metadata, Instana automatically maps relevant requests and
traces to the defined service names, improving observability and simplifying troubleshooting, Global service naming (A) and manual
co tion (C) do not leverage infrastructure metadata and are not scalable in dynamic environments. Option D relies only on a
service.name tag, missing broader meta-information mapping capabilities. The verified documentation supports answer B as the sole
comprehensive approach for dynamic service discovery within Instana.

NEW QUESTION # 29
‘Which logging framework is used by Instana agents?

e A. Serilog
e B. Logdj2



¢ C. Loggly
¢ D.JSNLog

Answer: B

Explanation:

IBM Instana Observability agents use Log4j2 as their primary logging framework for system activity, sensor status, and diagnostic
output. The documentation confirns: "The default logging framework for Instana agents is Apache Log4j2, providing structured log
output, multi-level verbosity, and integration with most enterprise log aggregation environments." Log4j2 is a standard for Java-
based environments, supporting dynamic log rotation, filtering, and formatting, Instana agent log files follow Log4j2 conventions,
enabling easy parsing by SIEM tools and adapters. Serilog (A) is a .NET framework, not used by Instana agents. JSNLog (C) is for
JavaScript applications, while Loggly (D) is a SaaS log analytics platform. Log4j2's mature design lets administrators tune
performance, verbosity, and log destinations in rich deployment scenarios, directly aligning with best practices in Instana's monitoring
ecosystem. This was reconfirmed in agent reference guides and environment setup sections.

NEW QUESTION # 30
What is the purpose of the configuration option remote_write in Instana when integrated with Prometheus?

A. To display metrics as only a Prometheus Entity

B. To configure remote access to Instana

C. To display metrics as either a Prometheus Entity or part of the Process Custom Metrics
D. To write data to Prometheus

Answer: C

Explanation:

IBM Instana integrates natively with Prometheus to unify metric ingestion without disrupting existing telemetry setups. The
configuration parameter remote_write enables this linkage. The official documentation states: "The remote_write configuration
enables Prometheus to send data to Instana, where those metrics are displayed either as Prometheus entities or merged into process
custom metrics." Instead of storing them only within Prometheus, Instana pulls remote_write relay feeds to create comprehensive,
unified metrics views in its dashboard. This approach avoids duplicate monitoring systems and allows alerting across both
Prometheus and Instana data seamlessly. The parameter does not configure outbound writing by Instana back into Prometheus-data
always flows from Prometheus to Instana in this architecture. This integration respects Prometheus scraping principles yet centralizes
analysis within Instana, achieving correlation between imported numerical time-series values and native metrics at the application or
process layer.

NEW QUESTION # 31
Which protocol does an agent use to send the data to the backend?

A FTP
B. HITPS
C. SSH
D. NFS

Answer: B

Explanation:

IBM Instana agents use HTTPS, the industry standard secure protocol, to transmit telemetry data to Instana's backend servers or
clusters. Instana documentation says: "All agent-to-backend traffic is encrypted and transmitted via HTTPS, meeting data
confidentiality and compliance requirements." The use of HTTPS prevents unauthorized data interception by using strong TLS
encryption on every packet exchanged between agent and backend, regardless of whether the deployment is on-premises or SaaS.
FTP, SSH, and NFS are protocols for file transfer, system access, or storage mounting but are never used for telemetry transmission
in Instana's architecture. Secure HTTP is essential for privacy by design, is policy-enforced, and supports audit-fiiendly observability
in all supported Instana versions per IBM standards.

NEW QUESTION # 32
Which data source on the analytics page shows traces?



A. Infrastructure
B. Applications
C. Websites

D. Logs

Answer: B

Explanation:

Instana's Analytics page provides a consolidated environment for users to query and visualize operational data across their stack.
According to the official IBM Instana Observability documentation, traces-comprising the end-to-end journey of requests across
services-are found specifically under the Applications data source. The Applications section gives interactive access to traces,
requests, response times, call hierarchies, and distributed dependencies. This is possible because Instana's agent and tracers
automatically instrument applications to capture and send detailed trace data. The documentation states, '"The Applications analytics
section allows you to interactively work with service traces and requests, providing distributed tracing visibility." This allows users to
drill down, identify bottlenecks, and analyze errors at the service interaction and code execution level.

Infrastructure data source focuses on systemlevel metrics (CPU, memory, disk), Logs cover textual/semi-structured log output, and
Websites relate to synthetic and real-user measurements-but only Applications feature distributed tracing as per the IBM Instana
Observability product documentation. Thus, for incident response, root-cause analysis, and performance breakdowns, always
consult the Applications data source for trace-level data.

NEW QUESTION # 33
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