CEDP#ER O #5753 | it H & CEDPAERLE X
B | {5#HK) % Certified Emergency and Disaster
Professional 1 # BY 8 {5 &

SAP P-SECALTH-2 Cortifled Tectimsdogy I'rofessional - Syitem Securily Arckllect ’

The security administrator is troublesheoting authorization errers wsing transaction SUS3. While
running transaction MM30, the user received the following errorn

"You are nob authortzed to use transaction MMOL”

The user's position in the organization makes it inapgropriate for them to have direct access to
transaction MMO1 because it creates a Segregation of Duties conflict,

How can the security administrator resolve the lssue and still provide the user with the needed
access to MM30?

= A Set the value form instance parameter auth/ne check in some cases to N,
= B. Remove transaction MMO1 as a CALLING transaction from table TCDCOUPLES.

Do Not Check,

ERIC

RE =79
A user ig authorized to run 5P01. What can this user access with authorization object 5 SPO_ACT
when the 'Value for Authorization Check’ field is setto *__USER_*7

= A All spool requests for a specific user Ln the client

= B. All unprotected spool requests for all users in the client
= C. Al spoal pepuests for users in the Sinse user group

» I, All spos] requests for all users in the client

EMA

-

Explamation

This is one of the things that a user can access with suthorization object 5 SPOACT when the
“Value for Autharization Check® fletd ks set to "USER® and they are anthorized to rn SP01
transaction, §_SP0OACT is an authorization object that controls access to spool requests based on
VArUS criteris, such as spool request number, output device, or user name, SPOD is a transaction
that allows you te display and manage spool requests, which are requests for printing or cutputting
data from SAP systems. [ the Value for Authorization Check’ field is set to "USER" in 5_SPO_ACT
autharization object, the user can access all spool requests for thelr own user name in the client
where they are legyred on. References:
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HM #48
‘What department or agency holds sector responsibilities for Information Technology?

¢ A. Department of Homeland Security
¢ B. Federal Communications Commission
¢ (. National Institute of Standards and Technology

EfE: A

-

Under theNational Infrastructure Protection Plan (NIPP), theDepartment of Homeland Security (DHS)is the designated Sector-
Specific Agency (SSA) for thelnformation Technology (IT) Sector.20This responsibility is specifically executed by theCybersecurity
and Infrastructure Security Agency (CISA)within DHS. The IT Sector is considered a "cross-cutting” sector because nearly every
other critical infrastructure sector (such as Energy, Finance, and Water) depends on IT for its daily operations.

The DHS role in IT sector responsibility includes:

* Risk Management:Identifying and mitigating threats to the hardware, software, and systems that enable the Internet and other
critical networks.

* Incident Response:Coordinating the federal response to significant cyber-attacks through theNational Cyber Incident Response
Plan (NCIRP).

* Information Sharing:Facilitating the exchange of threat indicators between the government and private I'T companies via thel T-
ISAC(Information Sharing and Analysis Center).

TheFCC(Option B) focuses on theCommumicationssector (the physical wires and airwaves), andNIST(Option C) develops
theStandardsused for cybersecurity, but it sDHS/CIS Athat holds the operational and coordination responsibility for the sector’s
protection. For theCEDPprofessional, this means that DHS is the primary point of contact for cyber-resilience. By securing the IT
sector, DHS protects the "Virtual Systens" that manage everything from the electric grid to the air traffic control system, ensuring
that the nation's digital backbone remains resilient against both natural disruptions and intentional attacks.

ER#49
What did EMS personnel learn during initial mvolverment with injured Joplin tornado victims?

e A. A well-designed ICS contributed to less confusion at the disaster location
e B. Adaptation to a variety of issues helped promote fluidity of the situation
e C. Triage and medical treatment became more effective than victim transport

IEf#: B

AR

The response to the May 2011 Joplin, Missouri tornado serves as a foundational case study in the]BFCSM CEDPcurriculum
regarding the necessity of tactical flexibility. According to the NIST and FEMA After- Action Reports, the primary lesson learned
by EMS and first responders was thatadaptation to a variety of issues helped promote fluidity of the situation. The sheer scale of the
EF-5 tornado caused a near-total collapse of standard commumications, destroyed the city's main hospital (St. John's Regional
Medical Center), and blocked primary transport routes with massive amounts of debris.

In this chaotic environment, rigid adherence to pre-planned protocols became impossible. EMS personnel had to adapt by utilizing
unconventional transport vehicles (such as pickup trucks and flatbed trailers) when ambulances could not navigate the debris-strewn
streets. They established "ad hoc" casualty collection points in parking lots and hardware stores because the designated facilities
were gone. This "fluidity" was not a result of a lack of planning, but rather a high level ofOperational Resiliencewhere responders
understood the intent of the mission (life safety) and adapted their methods to overcome physical barriers.

While a well-designed ICS (Option A) is always a goal, the Joplin reports indicated that the initial hours were characterized by
significant "command fog" due to the loss of the primary EOC and radio towers. It was the
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"bottom-up" adaptation of field personnel that stabilized the incident. Option B is incorrect because, in Joplin, rapid transport to
secondary facilities in nearby towns became the life-saving priority once the primary hospital was incapacitated. The Joplin event
proved that in catastrophic "Black Swan' events, the ability of personnel to innovate, communicate through face-to-face relays, and
utilize available local resources is what ensures the success of the response when the "ideal” system fails.

H #50
What disaster related concept addresses culture, mission and structure of any business entity?

¢ A. Continuity management
¢ B. Enterprise management
¢ (. Knowledge management

Ef#: A

fEEH -

Continuity Management(specifically Business Continuity Management or BCM) is the holistic management process that identifies
potential impacts that threaten an organization and provides a framework for building resilience. Unlike simple emergency response,
which focuses on the immediate "lights and sirens" phase, continuity management addresses theculture, mission, and structureof the
business to ensure that its "Essential Functions" can continue regardless of the disruption.

According toISO 22301 (the international standard for Business Continuity Management Systens), an effective plan must align with
the organization'smission. Ifa company's mission is to provide 24/7 banking services, its continuity structure must include redundant
data centers and remote work protocols. The

"culture" aspect is critical because resilience is not just a document on a shelf; it is the embedded awareness and traming of the staff
(the "human element"). The "structure” refers to the succession of leadership and the delegation of authority, ensuring that the
organization can still make decisions if the primary headquarters or executive team is unavailable.

In theBFCSM CEDPbody of knowledge, BCM is seen as the "long-game" of disaster preparedness. It bridges the gap between
the initial response and the final recovery. A business that only has an emergency plan but lacks a continuity plan may survive the
mnitial fire but fail as an entity because it cannot resume its mission-critical services quickly enough to satisfy customers or regulators.
Therefore, continuity management is the "DNA" of organizational resilience, integrating the core values and structural integrity of the
business into every layer of the disaster plan.

HM #51
During a building fire, contact between elevator cars and a central location must be maintained for how long?

e A 30 minutes
o B. 60 minutes
e C. 45 minutes

EfE: B

R

In the event of a building fire, elevator safety and communication are governed byASME A17.1 (Safety Code for Elevators and
Escalators)and theNFPA 101 (Life Safety Code). These codes require that two-way emergency communication systenms between
the elevator car and a constantly attended central location (such as a security desk or an off-site monitoring service) be maintained
for a mninum of60 minutesduring a power failure or fire emergency. While the primary commumication systems must have back-up
power for a longer duration (often 4 hours for voice), the specific operational survival and signaling requirement for the two-way
emergency system and its audible alarm often centers on the 60-minute mark to ensure that passengers trapped during a fire-related
shutdown can be located and comforted by rescue personnel.

The 60-minute duration is critical because elevator cars often enter "Phase I Emergency Recall" or "Phase I Emergency In-Car
Operation” during a fire. Ifa car becomes stuck between floors due to a power outage or mechanical failure caused by the fire, the
occupants' only link to the outside world is the emergency phone.

Providing a minimum of one hour of operational time allows fire departments and building engineers to prioritize their initial life-safety
tasks while maintaining contact with anyone potentially trapped in the vertical transport system

For aCEDPprofessional or a Facility Safety Manager, verifying this 60-minute communication capability is a vital part of theHazard
Vulnerability Analysis (HVA)for high-rise structures. If the battery backup for the elevator's internal communication panel fails before
this time, it creates a "communication blackout," significantly increasing the risk of panic and complicating the rescue mission. This
standard ensures that even if the building's main power grid is compromised by the fire, the "lifeline” to the elevator remains intact
long enough for thelncident Commandto execute a coordinated extraction.



HF #52
What agency has responsibility for water and wastewater systems during an emergency?

¢ A. Environmental Protection Agency
¢ B. U.S. Department of Agriculture
¢ C. Department of Interior

Ef#: A

iR

As established byHomeland Security Presidential Directive 7 (HSPD-7)and theNational Response Framework (NRF),
theEnvironmental Protection Agency (EPA)is the designated Sector-Specific Agency (SSA) for theWater and Wastewater
Systemssector. This sector is one of the 16 critical infrastructure sectors essential to the nation's security, economy, and public
health. 10During an emergency, the EPA's responsibility is to coordinate the protection and rapid restoration of these systens.

The EPA perforis several critical roles during a disaster response:1 1

* Technical Assistance:Providing expertise on water treatment, contaminant identification, and infrastructure repair.12

* Laboratory Support:Utilizing the Environmental Response Laboratory Network (ERLN) to analyze water sanples for chemical or
biological agents.13

* Regulatory Oversight:Ensuring that emergency measures (like boil water advisories) follow the Safe Drinking Water Act (SDWA).
While theUSDA(Option B) provides support for water systems in rural communities (typically under 10,000 residents), the overall
sector responsibility for the entire nation lies with the EPA. For aCEDPprofessional, the EPA is the primary federal partner
forEmergency Support Function#10 (Oil and Hazardous Materials)and a key supporter forESF #3 (Public Works and
Engineering). The EPA manages tools like theWater Health and Economic Analysis Tool (WHEAT)and theWaterISACto help
water utilities assess risks and share threat imformation. 14By leading this sector, the EPA ensures that one of the most vital
"Community Lifelines"- potable water-is restored as quickly as possible, preventing secondary public health crises following a
primary disaster.
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