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e Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects
and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and

FH1 trust concerns, data management controls, monitoring mechanisims, and security control implementation

tailored to Al systems.
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¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
FH 2 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

e Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
=7 3 assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including
risk treatment plans and vendor oversight.
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%| &l Isaca Certification AAISM FE2MEE A (Q144-Q149):

HE #14
An organization is implementing Al agent development across multiple engineering teans. Which of the following is the MOST
important focus of Al-specific security training for developers?

A. Dataset bias, explainability, and fairness in model decisions

B. API abuse, data leakage, and third-party plug-in risk

C. Prompt injection, agent memory control, and insecure tool execution
D. Output moderation, hallucination handling, and policy alignment

e, C

M.

For developer-facing, near-term hardening of Al agents, AAISM prioritizes secure agent design and runtime controls against prompt
jection, unsafe memory/tool use, and tool-execution compromise. These are primary exploitation paths for agents that read external
content, persist memory, and call tools with elevated privileges. Training must center on: guarding tool invocation, constraining
memory scope, sanitizing

/validating inputs, and isolating high-risk actions. Topics like bias/faimess (B) and policy/hallucinations (C) are important but are
governance/assurance concerns; API abuse and plug-in risk (D) matter, yet the core, developer-controlled attack surface for agents
is injection and unsafe tool/memory design.

References:* Al Security Management™ (AAISM) Body of Knowledge: Agent Security-prompt injection defenses, tool execution
constraints, memory governance® AAISM Study Guide: Developer controls for agent frameworks; input validation, sandboxing,
scoped permissions, guardrail patterns

AR #145
An organization is deploying a large language model (LLM) and is concerned that input manipulations may compromise its integrity.
Which of the following is the MOST effective way to determine an acceptable risk threshold?

A. Deploy a real-time logging and monitoring system

B. Restrict all user inputs containing special characters

C. Assess the business impact of known threats

D. Implement a static risk threshold by limiting LLM outputs

He: C

Y.
AAISM requires that risk thresholds/tolerances be set by aligning threat likelihood and impact with the organization's business
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context and risk appetite. Determining "acceptable' risk starts with assessing business impact of credible threats (e.g., prompt
ijection leading to data exfiltration, policy evasion, or harmful actions), then translating this into control intensity and thresholds.
Hard input restrictions (A) and static output caps (C) are blunt measures that may degrade utility without ensuring alignment to risk
appetite. Monitoring (B) is essential for detection, but it does not, by itself, define what level of risk is acceptable.

References: Al Security Management™ (AAISM) Body of Knowledge - Risk Appetite and Tolerance for Al; Threat Modeling for
LLMs; Business Impact Analysis and Risk Acceptance Criteria.

EAE #146
An organization is facing a deepfake attack intended to manipulate stock prices. The organization's crisis communication plan has
been activated. Which of'the following is MOST important to include in the initial response?

A. Provide clarifying information in a pre-approved public statement

B. Conduct employee awareness training on recognizing deepfake videos and audio
C. Engage with brand monitoring services to track social media activity

D. Conduct a detailed forensic analysis to identify the source of the deepfake

HE: A

MY

AAISM guidance on crisis management and communication emphasizes that the initial priority in responding to a reputational or
market manipulation attack is to provide accurate clarifying information to the public through a pre-approved statement. This ensures
stakeholders and markets are given verified facts immediately, limiting the spread of misinformation. While forensic analysis,
employee training, and monitoring activities are important, they occur after the immediate need for public trust and damage control is
addressed. Pre-approved statements are a central control in Al-related incident response to ensure consistency, timeliness, and
credibility in communications.

References:

AAISM Study Guide - Al Governance and Program Management (Incident Response and Crisis Communication) ISACA Al
Security Management - Public Commumication and Trust Preservation

AR #147
Within an incident handling process, which of the following would BEST help restore end-user trust in an Al system?

A. The Al model prioritizes incidents based on business impact
B. Al is used to monitor incident detection and alerts

C. Renediation of the Al systembased on lessons learned

D. The Al model's outputs are validated by team members

3

ME:

AAISM highlights that post-incident remediation and demonstrating lessons learned is essential to restoring trust. Governance
guidance specifies that stakeholders regain confidence only when organizations show clear corrective actions, transparency, and
improvements to prevent recurrence.

Validating outputs (B) supports accuracy but is not trust-restoring. Monitoring (C) and prioritization (D) relate to operations, not
trust rebuilding,

References: AAISM Study Guide - Al Governance; Incident Response and Trust Restoration.

m

: C

EE #148
A viral video shows a blurry person making clains about a product safety issue. The video has random low- quality sections. This
MOST likely represents what threat?

A. Data poisoning
B. Hallucinations
C. Deepfake

D. Model drift

g: C

0



Y.

AAISM defines deepfakes as manipulated media where individuals appear in synthetic or altered video/audio.
Indicators include:

* blurred or inconsistent facial rendering

* mismatched frames

* low-quality or distorted transitions

These characteristics match the scenario provided.

Hallucinations (A) relate to model outputs, not video manipulation. Drift (B) affects model performance.
Poisoning (C) affects training data, not video content.

References: AAISM Study Guide - Al-Generated Media Threats; Deepfake Identification.

HE #149
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