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Questions (Q148-Q153):
NEW QUESTION # 148 
Which wireless-specific attack involves capturing and analyzing Wi-Fi traffic on a network?

A. VPN Tunneling
B. Cross-Site Scripting
C. Wireless sniffing
D. Phishing

Answer: C
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NEW QUESTION # 149 
What is an effective countermeasure for mitigating DDoS attacks?

A. Deploying antivirus solutions
B. Enabling geofencing
C. Implementing rate limiting
D. Using strong encryption

Answer: C

NEW QUESTION # 150 
What is the primary goal of an information security program?

A. To ensure usability of the system
B. To promote an open and shared environment
C. To protect the confidentiality, integrity, and availability of data
D. To increase data processing speeds

Answer: C

NEW QUESTION # 151 
What is the main goal of password cracking?

A. To recover a password by exploiting vulnerabilities in the system
B. To secure a system by strengthening passwords
C. To gain unauthorized access to a system
D. To encrypt user credentials

Answer: C

NEW QUESTION # 152 
Which of the following is a web application attack?

A. Packet filtering
B. Cross-Site Scripting (XSS)
C. VPN tunneling
D. Network load balancing

Answer: B

NEW QUESTION # 153
......
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